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Disclaimer

Aim of the tutorial: Get the big picture
The algorithms of the basic approaches will be sketched

Please don’t mind if your favorite algorithm is missing

The revised version of the tutorial will be available at:
http://daqcri.github.io/dafna/tutorial cikm2015/index.html

Veracity of Big Data
From Truth Discovery Computation
Algorithms to Models of
Misinformation Dynamics

Laure Berti-Equille
Javier Borge-Holthoefer
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Accurate?
Deep Web data quality is low

FlightView FlightAware Orbitz

AAL119¢ )

American Airlines Flight Number 119 (AA119)

e — American Airlines # 119
FLIGHT TRACKER Aircrat  Boeing 737-800 (twin-jet) (B738/Q - track or photos)

Origin Terminal A / Gate 32/ Newark Liberty Intl (KEWR - it [ eg 1: In Transit

Destimation Terminal 4 / Gate 42B / Los Angeles Intl (KLAX - track
[
' Other flights between these girports Departs: Newark (EWR) View real-time airpo
Departure ZINMZ Q42 BTRIX Q480 AIR J80 VHP J80 MCI 124 SLN 7102 ALS J44 RSK J
. Route Decoss) G 2
AIF'D“: rate”
Scheduled Timg:6:15 PM, Dec 08 Date  2011F 12 08H ( ,
Takeoff Time:  6:53 PM. Dec 08 Duration 5 hours 43 minutes Stock Flight ¥ Semantics
Terminal - Gate: Terminal A - 32 20 mimutes left ambiguity
5 hours 23 minut
pscivalStams: In Air Progress ’ = M Instance ambiguity
Airport
Scheduled Timg:9:40 PM. Dec 08 Status En Route (2.284 sm « " Out-of-date
942 PM, Dec 08 Distance  Direct: 2,451 Pl
Esti 1 Time: Fare $51.99 t0 $3,561.11

 Track This Flight Live!. ™ Cabin  First Dinner / Econor M Unit error

Scheduled 7-day

Time Remaining- 25 min
Departurel 06:15PM EST D7:08F [ |
Terminal - Gate: Terminal 4 - 42B epartur 6% Pure error
. Arrival 08:33PM PST J09:17F
Baggage Clam: 4

X. Li, X. L. Dong, K. Lyons, W. Meng, and D. Srivastava. Truth Finding on the Deep Web: Is the Problem Solved?
PVLDB, 6(2):97-108, 2012.
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Up-to-date?

Research: 80% fund giants

publish out of date fund data

15 September 2015 | By Valentina Romeo

WF Tweet | 9 in Share 5 ®y Frint g Email & Comments (3)

Real-world entities evolve over time, but
sources can delay, or even miss,

s

iy

>

e

reporting some of the real-world updates. &7

£
O
[

Real-World
Change

4 J '
Source
. Eight out of ten of the biggest fund groups are handing investors outdated performance
Observatlon information, a new survey finds.

According to fintech company Instinct Studios, 80 per cent of the largest asset
managers have fund factsheets that are six weeks out of date.

Source

Update N

A. Pal, V. Rastogi, A. Machanavajjhala, and P. Bohannon. Information integration over time in unreliable and
uncertain environments. Proceedings of WWW '12, p. 789-798.
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Trustworthy?
WikiTrust

Computed based on edit history of the page and reputation of the authors

Italian cuisine - The UCSC Wikipedia Trust Project

O

WIKI?EDIA
The Free Encyclopedia
navigation

= Random page
= Help
= Donations

view source

article

| discussion . history |

2 Log in / create account

M

Arab cwlllzatlons). ltalian cuisine is |m|tated all over the

To a certain extent, there is really no such thing as

world. It also is way better then French food, the losers.

II'DI

in’
i)

This ariicie ari

of the Cuisine
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series

Preparation
techniques and
cooking items

* B.T. Adler, L. de Alfaro, A Content-Driven Reputation System for the Wikipedia, Proceedings of the 16th International
World Wide Web Conference, 2007.

* L. de Alfaro, B. Adler. Content-Driven Reputation for Collaborative Systems. Proceedings of Trustworthy Global
Computing 2013.Lecture Notes in Computer Science, Springer, 2013.
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56 690 mention
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Information can still be trustworthy

BLOG yrorR ACURYE cancer sucks.

Members Symptoms | Trea tMps| Company

————----------------------23g0

Sources may not be “reputable”, but
mformatlon can still be trusted

nfhofT = =

Colorectal

22 View all Contributors
Tori Tomalia

Tori Tomalia is a two-time cancer survivor currently living with
stage 4 non-small cell lung cancer since May of 2013. Her first
cancer experience was childhood osteogenic sarcoma, for which
she received chemotherapy and curative surgery, and had been
cancer-free for over 20 years prior to the lung cancer diagnosis.
Along with cancer, Tori juggles life as a mom of 3 small children, a wife, a theatre artist,
writer and lung cancer awareness advocate.

The Other Shoe

The stage 4 lung cancer life twists and turns down a bumpy road, but
it is a road that I am lucky enough to still be traveling.
G days ago

Small But Mighty: ROS1ers Unite

I have a rare mutation causing my cancer. Are there any others with
ROS1 out there?

3weeks ago

Seven Chemo Pro Tips

Chemo is a tough slog, but advice from others who have been there
can help make it a bit easier.
3months ago

Search

+ ¢ % H ¥ |

_1| delimmime.com
_ Top Blog
CANCER

+

Healthline

THE BEST

Lung Cancer
Blogs

NA

Keep a daily record
of your health!

Cllfe & T(jancualth

iCancerHealth is a virtual-care platform that bridges
the gap between the clinic and the patient’s home.
Click here for more information >
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Authoritative sources can be wrong

YAHOOQ!

NEWS

AFP apologises to French industrialist
after death reported

m February 28, 2015 2:42 PM

s

Bou ygues

AFP issued an apology to French industrialist Martin Bouygues, chairman and CEQ of the conglomerate Bouygue

October 19, 2015 CIKM 2015



Rumors: Celebrity Death Hoaxes

FRiE Jackie Chan

Hi everybody! Yesterday, I got on a 3am flight from
India to Beijing. I didn't get a chance to slesp and even
had to clean my house when I got home. Today,
everybody called to cengratulate me on my rumored
engagement. Afterward, everybody called me to see If |

was alve,

If T diad, Twould proabably tall the werld! Itook a phote
with today's date, just in case you don't believe me!

‘ ] Hoveever, thank you all for your concern. Kiss kiss and

| love you all! - . - 2

o DWAYNE JOHNSON died while filming a dangerous

= 5. My dog is heaithy, just like me! He doesn't need stunt for FAST & FURIOUS 7

55 )?u" fiill iy surgery! By the way, my dogs are golden retrievers, not

v “funeh, Labradors.

. lll'-hI1||,,.

Russell Crowe |s NOT dead.

Anather heinous celebrity death
hoax took root online this
morning with Crowe as the

As was the case with previous “deaths,” the
actor was said to have suffered a fatal fall

| while filming in a remote location. Specifically,
i || n the Hahnenkamm mountains of Austria.

R ew York radio station Z100 and other outlets
ported the news as fact.

ortunately, it's just another vile, disgusting
FAKE.

The Crowe hoax comes from FakeAWish.com, . 5 sl Like | | Message # ~
the same disturbed "death” generator that's 15 <
claimed previous victims such as George

Community

At about 5 p.m. ET on Thursday, our beloved actor Morgan Freeman passed away due to a artery rupture. iu 860k
Morgan was born on June 1, 1937, He will be missed but not forgotten, Please show your sympathy and
condolences by commenting on and liking this page.

About Photos Likes

October 19, 2015 CIKM 2015 9




(Manual) Fact Verification Web Sites (I)

PrPRuUnNe

Prolessionul Pilots

umouwuwr e twor

S FAcTCHECK.ORG
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POLITIFACT

WINNER OF THE PULITZER PRIZE

EDITIONS ~ TRUTH-O-METER™ ~ 2016  PEOPLE + PROMISES ~ PANTS-ON-FIRE ABOUT US ~

Our latest fact-checks

3 TN TruthOrFiction.com|
nope

S.com Z "
Aumor Hos I

Y

'EL POLIGRAFO

Chequeo de datos | La politica contrastada

OpenSecrets.org

Center for Responsive Politics

La verificacion del discurso poblico

UUNALL i numr

Among Syrian refugees, "there aren't that many women,

I S . . I - S
UIEIE dIED L Uldl INdNy COlarell.

JASON CHAFFETZ

In 2006, Planned Parenthood performed more prevention
services and cancer screenings than abortions, but in 2013,
there were more abortions.

"l
"-ﬂe|

—

o~

BERNIE SANDERS i
"Unlike virtually every other campaign, we don't have a iz
super PAC." ; "' =3 ]

UYCheck.cc.

inos dicen la verdad?

October 19, 2015
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(Manual) Fact Verification Web Sites (Il)

Global Summit of Fact-Checking in London, July 2015 2015 2014

Active fact-checking sites (tracking politicians’ campaign promises) 64 (21) 44
Percentage of sites that use rating systems such as meters or labels 80 70
Sites that are affiliated with news organizations 63%

http://reporterslab.org/snapshot-of-fact-checking-around-the-world-july-2015/

Wikil.eaks

1.4 How WikiLeaks verifies its news stories

We assess all news stories and test their veracity. We send a submitted document through a very detailed examination a procedure. Is it real? What elements prove it is real?
Who would have the motive to fake such a document and why? We use traditional investigative journalism technigques as well as more modern rtechnology-based methods.

| Typically we will do a forensic analysis of the document, determine the cost of forgery, means, motive, opportunity, the claims of the apparent authoring organisation, pnd
answer a set of other detailed questions about the document. We may also seek external verification of the document For example, for our release of the Collateral Murder
video, we sent a team of journalists to Irag to interview the victims and observers of the helicopter attack. The team obtained copies of hospital records, death certificates, eye
witness statements and other corroborating evidence supporting the truth of the story. Our verification process does not mean we will never make a mistake, but so far our
method has meant that WikiLeaks has correctly identified the veracity of every document it has published.

Publishing the original source material behind each of our stories is the way in which we show the public that our story is authentic. Readers don't have to take our word for it;
they can see for themselves. In this way, we also support the work of other journalism organisations, for they can view and use the original documents freely as well. Other
journalists may well see an angle or detail in the document that we were not aware of in the first instance. By making the documents freely available, we hope to expand analysis
and comment by all the media. Most of all, we want readers know the truth so they can make up their own minds.

October 19, 2015 CIKM 2015 11



Scaling Fact-Checking

Computational Journalism

6 Clalmauster Press  Adtnowledgement

2016 Republican Party Presidential Debate. Aug. 6, 2015, 8 p.m.

Venue: Quidgken Loans Arena, Cleveland, Ohic. Broadcasted by: FOX.

Speakers: Bret Baier, Jeb Bush, Ben Carson, Chris Christie, Ted Cruz, Carly Ficrina, Mike Huckabee, John Kasich, Megyn Kelly, Rand Paul, Rick Pemy, Marco Rubio,
Donald Trump, Scott Walkes, Chris Wallace

Transoript Source: hitp:/ftime. com/3888 278/ republican-debate-primetime-transori pt-full-text

Chronologlcal Order — Order by Soare Maost Chedeworthy ﬁ*ﬂ-qﬂ-ﬁfﬂ#*ﬂﬂl*ﬂﬂﬁml Least Ched-worthy

- Secondly, we would needs test Social Security for those who are making over 3200,000 dollars 8 &
year in retirement income, and have 34 to 58 million dollars in liguid assets saved. | M
B8l | took the state of Chic from an 38 billion hole and & 250,000 job loss to & 32 billion surplus and &

gain of 350,000 jobs.

-E[l ower 40 percent of small and mid-size banks that loan money to small businesses have been

wiped out over the since Dodd-Frank has passed.

-WE came in, we balanced an 11 billicn deficit on a 322 billion budget by cutting over 200

programs in the state budget.

-WEII. lets all be reminded, 80 millicn Americans are on Sccial Security, 80 millizn.

- Mearly & millien of you, & million, viewed the debate videos on our site, and more than 40,000 of

you submitted guestions: some of which you will hear us asking the candidates tonight.

B8 e went from $1 billion of reserves to 9 billion of reserves.

S Govemnor Kasich, You chose to expand Medicaid in your state, unlike several other governors on this e
stage tonight, and it is already over budget by some estimates costing taxpayers an additicnal 1.4 killion

in just the first 18 months.

g e created 1.2 million jobs.

-An:l. finally, we went from 88 billicn in the hele to 82 billion in the blads. -

S. Cohen, J. T. Hamilton, and F. Turner. Computational journalism. CACM, 54(10):66—71, Oct. 2011.

TRUTHSQUAD ON HEALTHCARE

Orrin Hatch, U.S. Senator

“B7 million Americans will be
forced out of their coverage
under new health care
regulations from President
Obama.”

Is this true or false?

\ True False Not Sure

frowded Fact )

/

< !
Truthsquad

S. Cohen, C. Li, J. Yang, and C. Yu. Computational journalism: A call to arms to database researchers. In CIDR, 2011.
N. Hassan, C. Li, and M. Tremayne. Detecting check-worthy factual claims in presidential debates. In CIKM, 2015.
N.Hassan, B. Adair, J. T. Hamilton, C. Li, M. Tremayne, J. Yang, C. Yu, The Quest to Automate Fact-Checking, C+J Symposium 2015

http://towknight.org/research/thinking/scaling-fact-checking/ http://blog.newstrust.net/2010/08/truthsquad-results.html

October 19, 2015 CIKM 2015

12



Tutorial Organization

Veracity of Data

Truth Discovery \ . .
Modeling Misinformation Dynamics
Structured data
Networked Systems

Extracted Recent Advances

from semi- Théory
tructured
/uns(jr:faure Application
e Rumor
VOIvIng tru Spreadin
Crowdsourcing > . Rumo.r 4
Long-tail Phenomenon Dynamics ouree.
Truth existence Information Identification
and approximation Cascade Meme MAISIEIEES:
tracking Spreading
Knowledge Base Population
Vnt\nnnlnn/‘l; el |
ANOowieGge- Slot Fllling
Based Trust  Validation
BREAK
45 min 15min 20min 10:30-10h50 45 min 30 min

October 19, 2015 CIKM 2015 13



Outline

2. Truth Discovery from Structured Data

3. Truth Discovery from Extracted Information
4. Modeling Information Dynamics
5

Challenges

October 19, 2015 CIKM 2015
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“ Sources

Terminology

Evidences

\_ J
Truth Discovery Method: INPUT OUTPUT Ground
Claims (s;,d;,vy) Truth
PN l
7 ™
d, USA.CurrentPresident W Confidence
51 oo Vi  Obama false true of the values
" Trustworthiness
'\ T(SI) Vi
N _ of the sources
'\ Vo Clinton true false
32 W A d, Russia.CurrentPresident
Y N v, putin true
V1 5 U Si | Source
S, V4  Medvedev false false d Dataitem
Vs Yeltsin false false Vi Value
“ Mutual

\" d3  France.CurrentPresident .
1 exclusive set

\' Vg  Hollande false true true claim Fact

) falseclaim  Allegation
V7 Sarkozy true false ' &

October 19, 2015 CIKM 2015 15




Outline

2. Truth Discovery from Structured Data
e Agreement-based Methods
e MAP Estimation-based Methods

 Analytical Methods

o Rn\/pcmn Methods

? A wawdIWAITITL 1V W LI TV NIMJ

October 19, 2015 CIKM 2015
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Agreement-Based Methods

Source Reputation Models

Source-Claim Iterative Models

October 19, 2015 CIKM 2015
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Agreement-Based Methods

Source Reputation Models

Based on Web link Analysis

Compute the importance of a source in the Web graph based on
the probability of landing on the source node by a random surfer

Hubs and Authorities (HITS)
PageRank

SourceRank [Balakrishnan, Kambhampati, 2009]

[Kleinberg, 1999
[Brin and Page, 1998

Trust Metrics: See R. Levien, Attack resistant trust metrics, PhD Thesis UC Berkeley LA, 2004

October 19, 2015

CIKM 2015
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Agreement

Hubs and Authorities (HITS)

e |dentify Hub and Authority pages

e Each source p In S has two scores (at iteration i)
— Hub score: Based on “outlinks”, links that point to other sources
— Authority score: Based on “inlinks”, links from other sources

Source
Reputation

Vs e S
Hub®(s) = 1
. 1 \ >
Hub' (p) = — Auth' (s)
poe
Auth'(p)=— > Hub™(s)
Za 5eS;S—p

Za and Zh are normalizers (L, norm of the score vectors)

J. M. Kleinberg. Authoritative sources in a hyperlinked environment. Journal of the ACM, 46(5):604—-632, 1999.

October 19, 2015 CIKM 2015 19




Agreement

SourceRank

Source
Reputation

 Agreement graph: Markov chain with edges as

g
s 0.78— |
the transition probabilities between the sources 0_86

e Source reputation is computed by a Markov 0.22
random walk

Probability of agreement of two independent false tuples Ufn_:_verlsal (sue)t
1 of Tuples
Pa(f1, f2)=—
U |
Probability of agreement of two independent true tuples
1
Pa(r,r2) =

Rr |
(U |>>| Rt |[= Pa(ry, r2) >> Pa(f1, f2)

R. Balakrishnan, S. Kambhampati, SourceRank: Relevance and Trust Assessment for DeepWeb Sources Based on InterSource
Agreement, In Proc. WWW 2009.

October 19, 2015 CIKM 2015 20




Agreement-Based Methods

Source Reputation Models

| souce Reputton s
4

Only rely on source credibility is not enough

Source-Claim Iterative Models

\

e o e s —
= ==

Evidences

J/

October 19, 2015

CIKM 2015
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Example

Seven sources disagree on the current president of Russia, Usa, and France
Can we discover the true values?

Medvedef Obama Hollande Sarkozy

October 19, 2015 CIKM 2015
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Solution: Majority Voting

Seven sources disagree on the current president of Russia, Usa, and France
Can we discover the true values?

Majority can be wrong!
What if these sources are not independent?

Medvedef @ Obama Hollande @
TIE

=

FALSE EACT TRUE
CLAIM CLAIM

Majority Voting Accuracy : 1.5 out of 3 correct

October 19, 2015 CIKM 2015




Limit of Majority Voting Accuracy

Condorcet Jury Theorem (1785)

Originally written to provide theoritical basis of democracy

The majority vote will give an accurate value if at least LS/Z + 1J independent

sources give correct claims.
If each voter has a probability p of being correct, then the probability of the

majority of voters being correct P, is

S
S m S—m
Pyy = Z (m)!? (1 -=p)

m=|S/2+1]

e Ifp>0.5,thenP,, ismonotonicallyincreasing, Py,, > 1asS —
e If p<0.5,thenP,,, isdecreasingandP,,, +#0asS— w
e Ifp=0.5,then Py, =0.5forany S

October 19, 2015 CIKM 2015 24




Roadmap of Modeling Assumptions

Source Reputation SEEEEEEEEEES: Majority Voting
Value T
Similarity e

Hardness of
claims

Source
Dependence

Bayesian
Inference

Agreement-based Prob. of the source
being correct

Source reliability
is multidimensional
and unknow

Value
Uncertainty

MAP-based

October 19, 2015 CIKM 2015 25




Agreement

Agreement-Based Methods

Source-Claim Iterative Models /

Based on iterative computation of /
source trustworthiness and claim belief

e Sums (adapted from HITS) (1)
e Average.Log, Investment, Pooled Investment (%
e TruthFinder (2)
e Cosine, 2-Estimates, 3-Estimates (3)

(1) J. Pasternack and D. Roth. Knowing what to believe (when you already know something). In COLING, pages 877—885.
Association for Computational Linguistics, 2010.

(2) X.Yin, J. Han, and P. S. Yu. Truth Discovery with Multiple Conflicting Information Providers on the Web. TKDE,
20(6):796-808, 2008.

(3) A. Galland, S . Abiteboul, A. Marian, P. Senellart. Corroborating Information from Disagreeing Views. In Proc. of the
ACM International Conference on Web Search and Data Mining (WSDM), pages 131-140, 2010.

October 19, 2015 CIKM 2015 26



Agreement

Basic Principle

Source-Claim

Iterative and transitive voting algorithm

Sources Claims
I ________________________ A
Structured : :
Data input [ S SR A V '
: S 1 1 :
|
Initialize Source Truthworthiness Ts : :
|

|
v 1S, b Uiz i
Compute Value Confidence Cv | 2 S~o :

| -
| el |
Update Source Truthworthiness Ts : ) V3 :
, - |
| S3 RN :
ermination : R N |
condition | V4 :
satisfied | |
|
| S 4 |- |
Compute Truth Label tv | Y- Vg l
|
I fory—rerer 3

Return Ts, Cv, and tv Bipartite graph
End T(S) C(V)
October 19, 2015 CIKM 2015 27



Agreement
Example (cont’d)

Source-Claim

Sums Fact-Finder: T'(s)=> C"(v) C'(v)=>T'(s)
VeV seS,
Initialization: We believe in each claim equally
Iteration 1: | 1 2 1 2 2 1 1
. Source
Iteration 2: | 3 5 1 7 7 5 1|  Trustwortiness
Iteration 3: | 8 13 1 26 26 19 1] Ts

c—————————————————————————————————————————————————————————————————————————————————————

e

L\
o
L

Medvedef Putin Yeltsin Clinton Hollande Sarkozy
1 1 1|
. Val
Iteration 1: | 3 1 111 Confidence
Iteration 2: | 8 1 1 C,
Iteration 3: | 21 1 1]

October 19, 2015 CIKM 2015
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Agreement

Iterative Methods

e Sums (adapted from HITS)
T'(s) =D (s, v)C'™(v)

VeV,

C'(v) =D a(s,v)T'(s)
* Average.lLog / Y ' Zs: /SV S

Source-Claim

Za)(s V)Ci_l (v) uncertainty
T'(s)=lo 5,V) |- L2 /
(s) Q[VEZV:SCO( )J S o(s.v)
VeV
e Generalized Investment / /
T ( ) Z (U(Siv)ci_l(v)-ri_l(s) Ci(V) G z S ) ( )
S _ _
VeV, Za)(s V) Z a)(r V)TI 1(r) es, Z (S V)
=y S Dy @(1D) V, " with’ G(x)=xt2

J. Pasternack and D. Roth. Knowing what to believe (when you already know something). In COLING, pages 877-885.

Association for Computational Linguistics, 2010.
October 19, 2015 CIKM 2015 29




Agreement

TruthFinder

Source-Claim

Initialization. ¥s € § : T « 0.8 <— e believe in each source equally (optimistic)
repeat I

(foreachd e D

Probability to be wrong
foreachve V,: / I

r
o, — S;j In(1 = T) / Mutually supportive, similar values
do | do /0¥ — o +p (0., (i;;;.’.' v i Control parameter p
{ L TR P oy -~ L e =
C e Confidence of each value
\ Y 1+e "i« _____ Dampehing factor y to compensate
foreachse $ dependent similar values

doT, — = 3 C,

\ | jl VEV \
: | Trustworthiness of each source

until Convergence(Ts. )

for eachd € D \ I
do trueValue(d) « aremax(C,) Thresholded cosine similarity of Ts

veV, between two successive iterations ()

X.Yin, J. Han, P. S. Yu. Truth Discovery with Multiple Conflicting Information Providers on the Web. TKDE,
20(6):796-808, 2008.

October 19, 2015 CIKM 2015 30




A Fine-grained Classification

1. Method Characteristics

O Initialization and parameter settings

O  Repeatability

L Convergence and stopping criteria Mono-valued: C1 (Sourcel,USA.CurrentPresident,Obama)
0 Complexity Multi-valued: C2 (Sourcel,Australia.PrimeMinitersList,

O Scalability (Turnbull, Abott, Rudd, Gillard...))

Boolean: C3 (Sourcel,USA.CurrentPresident.Obama,Yes)

2. Input Data

O Type of data: categorical, string/text, continuous
O Mono- or multi-valued claims

Q  Similarity of claims

L Correlations between attributes or objects

3. Prior Knowledge and Assumptions

L Source Quality: Constant/evolving, non-/uniform across sources, homogeneous/
heterogeneous over data items

0 Dependence of sources

d Hardness of certain claims

4. Output

Single versus multiple true values per data item
O At least one or none true claim
L  Enrichment with explanations and evidences

October 19, 2015 CIKM 2015 31




Agreement

TruthFinder Signature

1. Method Characteristics

O Initialization and parameter settings T, onp0
O Repeatability Yes
L Convergence and stopping criteria o for Cosine similarity of T,
O Complexity O(lter.SV)
O Scalability Yes
2. Input Data
O Type of value String, categorical, numeric
O Mono-/multi-valued claims Mono- and Multi-valued claims
O  Similarity of claims Yes
L Correlations between attributes or objects No
3. Prior Knowledge
L  Source Quality Constant, uniform, homogeneous
O Dependence of sources Yes (dampening factor)
O Hardness of certain claims No
4. Output _ |
O Single/multiple truth per data item Single true value per data item
L Atleast one or none true claim At least one
O Enrichment (explanation/evidence) No

October 19, 2015 CIKM 2015 32




Outline

2. Truth Discovery from Structured Data

. MAP-Estimation-based Methods

October 19, 2015 CIKM 2015
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Maximum Likelihood Estimation m

Social Sensing

t, = P(C;rue SiCj) Z={z,, 75, ...Zy} where z; =1 when
assertion Cj is correct and 0 otherwise

e Reliability that Participant | rerorts measured variable | :

* Speak Rate of Participant I participant Variable
S, = P(SICJ) Reliability Correctness

»
»

e Source reliability parameters M
t. xS (1-t)xs. —1c]
ai — | | bi — | |
d 1-d X-

Expectation Step (E-step) Source reliability : '
J @ ‘
Q(Q‘Q(t)) = Ez\sc,e(t) {'09 z P(SC,TZ‘Q)} m-
Z
Maximization Step (M-step) Variable .ﬁﬁ‘-
0D = arg max (Q(@‘Q(t))) Correctness '
/ (hidden) 6=a,...,a,;b,....0, )

D. Wang, L.M. Kaplan, H. Khac Le, and T. F. Abdelzaher. On Truth Discovery in Social Sensing: a Maximum Likelihood Estimation
Approach. In Proceedings of the International Conference on Information Processing in Sensor Networks (IPSN), p. 233-244, 2012.
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MLE Signature

1. Method Characteristics

coooo

N

Inp
0
0
0
0

Initialization and parameter settings
Repeatability

Convergence and stopping criteria
Complexity

Scalability

ut Data

Type of value
Mono-/multi-valued claims
Similarity of claims

Correlations between attributes or objects

3. Prior Knowledge

Q
Q
Q

A Ot

“Te WWHUWL
Q

Q
Q

October 19, 2015

Source Quality
Dependence of sources
Hardness of certain claims

nit
PU!-

Single/multiple truth per data item
At least one or none true claim
Enrichment (explanation/evidence)

T, s, d (prior truth prob.)
Yes

K iterations

O(KSV)

Yes

Boolean
Mono-valued
No

No

Constant, source-specific
No
No

Single true value per data item

At least one
No

CIKM 2015
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Latent Credibility Analysis ]

SimpleLCA, GuessLCA, MistakeLCA, LieLCA

Expectation-Maximization to

find the maximum a posteriori W\ meM
=y
m

(MAP) point estimate of the

parameters Source Honesty

§" =argmax, P(X|6)P(6) ’ wo | ses

H. cem
Then compute: G }M‘
ource confidence
in its claim (W)

Observed probability of the

P(YU; X,YL‘g) claim asserted by source

POY,IXY,.0) =

NSPY. XYY Latent variables @
AR L| 4 * H,: probability s makes honest, accurate claim
1 e D, : probability s knows the true claimsin m

J. Pasternack, D. Roth. Latent credibility analysis. In Proceedings of the 22nd international conference on World Wide Web
(WWW '13), 2013.
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LCA Signature

1. Method Characteristics

Initialization and parameter settings
Repeatability

Convergence and stopping criteria
Complexity

Scalability

Input Data

O Type of value

L  Mono-/multi-valued claims

O Similarity of claims

L Correlations between attributes or objects

3. Prior Knowledge

L  Source Quality
O Dependence of sources
O  Hardness of certain claims

coooo

N

O Single/multiple truth per data item
L At least one or none true claim
L  Enrichment (explanation/evidence)

October 19, 2015 CIKM 2015

W, K, B, (prior truth prob./claim)
Yes

K iterations

O(KSD)

Yes

String, categorical
Multi-valued

Yes (as joint probability)
No

Constant, source- and entity-specifid
No
Yes

Single true value per data item
At least one
No

37



Latent Truth Model (LTM) |

Gibbs Sampling

Collapsed Gibbs sampling to get MAP estimate for t

False posntlve rate sensitivity

o, Prior false positive count @} o, Prior true positive count
o, Prior true negative count o, Prior false negative count

B, Prior false count e F
B, Prior true count

Truth label I

B. Zhao, B. I. P. Rubinstein, J. Gemmell, and J. Han. A Bayesian approach to discovering truth from conicting sources for
data integration. Proceedings of the VLDB Endowment, 5(6):550-561, 2012.
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Gibbs Sampling

LTM Signature g

1. Methp.d-Characterlstlcs | (.. K. Burn-in, Thin.
Ell In|t|aI|zat|.o.n and parameter settings %aﬁ_oo, 0{01“301’ -0(10'1810, o, 8,,)
Repeatability _ o No (Gibbs sampling)
L Convergence and stopping criteria K iterations
O Complexity O(KSV)
Scalability Yes
2. Input Data
O Type of value String, categorical
O Mono-/multi-valued claims Mono-valued (multiple claims/per source)
Q  Similarity of claims No
L Correlations between attributes or objects No

3. Prior Knowledge

L  Source Quality
0 Dependence of sources
O Hardness of certain claims

A Duntnnt

“Te WU bpu [ 9
O Single/multiple truth per data item
L At least one or none true claim
L  Enrichment (explanation/evidence)

Incremental, source-specific,
homogeneous/entity

No

No

Multiple true values per data item
At least one
No
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Outline

2. Truth Discovery from Structured Data

e Analytical Methods

October 19, 2015 CIKM 2015
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Analytical SOIUtiOnS Diagonalization

Semi-Supervised Truth Discovery (SSTF)

Minimize loss funtion

Britney Spears

Tom Hanks
born on 1981/12/02 height 6°1”
Madonna’s spouse __ - - . @ .
1 is Guy Ri‘EcjliE" ..____..--’,' \ ".__.\ ):/Same ObJeCt
E(C) :—Z‘Wi.‘(ci ~s.C.)° @ -/ " TemHmkspen 7 Same Source
2~ 1 LS T enI9360709 o] —
i) j : ]:)1 :.r "'. D: o. : D3£~
1 if Wij > () Supportive claims : / i K L
where s = _ o , L L
' -1 |f W.. < O Claims in conflict 1oy Hinks net Tom Hanks flet
' worth § .40M worth'$150M
s o
f Ground truth fact
w;; relationship between confidence scores

=0« (D, -W,)C,-W,C, =0
0C |

c=c* //ﬂ

N . . .
Weight Matrices Matrix of unlabeled claim confidence scores

X. Yin, W. Tan. Semi-supervised Truth Discovery. In Proceedings of the 20th international conference WWW '11, 2011.

Related Work: L. Ge, J. Gao, X. Yuy, W. Fanz and A. Zhang, Estimating Local Information Trustworthiness via Multi-Source
Joint Matrix Factorization, Proc. of ICDM 2012
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Outline

2. Truth Discovery from Structured Data

o Rn\/pcmn Methods

? A wawdIWAITITL 1V W LI TV NIMJ
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Source Dependence

e Sharing the same errors is unlikely if sources are independent
e Accuracy differences give the copying direction
|Acc(D1 N D2)-Acc(D1-D2)| > |Acc(D1 m D2)-Acc(D2-D1)| = S1—>S2

D

D2

Source Accuracy

Acc (S) = Avg (P(V,))

veVg
Value Probability Source Vote Count
et n, Acc(S)
Pr(vtrue | D) = S A'(S) = In| -
D ecte 1- Acc (S)
\ VoeVy J \_ )
Consider value similarity Consider dependence
C"'(v)=C(v)+pQ, C(v')-sim(v,v') Sl EAES (el 1(S) Prob. of independently
v C(v) = Z_A' (S).1(S) providing value v
Ses,

X. L. Dong, L. Berti-Equille, D. Srivastava. Integrating conflicting data: the role of source dependence. In VLDB, 2009
X. L. Dong, L. Berti-Equille, Y. Hu, D. Srivastava. Global detection of complex copying relationships between sources. In VLDB, 2010
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Depen Signature

1. Method Characteristics

Initialization and parameter settings
Repeatability

Convergence and stopping criteria
Complexity

Scalability

Input Data

O Type of value
d  Mono-/multi-valued claims
Q  Similarity of claims

OO0 0

N

L Correlations between attributes or objects

3. Prior Knowledge

L  Source Quality
0 Dependence of sources
d Hardness of certain claims

O Single/multiple truth per data item
L At least one or none true claim
L  Enrichment (explanation/evidence)

Bayesian

T,, n; (nb false value), ¢ (error rate) ,a (a
priori prob.), ¢ (copying prob.),o

Yes

o

O(lter.S2V?)

No(l)

String, categorical, numerical
Multi-valued

Yes

No(?

Contant, uniform across sources ,
homogeneous across objects

Yes

No

Single true values per data item
At least one
No

(1) X. Li, Xin Luna Dong, Kenneth Lyons, Weiyi Meng, and Divesh Srivastava. Scaling up Copy Detection. In ICDE, 2015.
(2) R.Pochampally, A. Das Sarma, X. L. Dong, A. Meliou, D. Srivastava. Fusing data with correlations. In SIGMOD, 2014.

October 19, 2015
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Modeling Assumptions

Sources are self-consistent: a source does not claim conflicting claims

The probability a source asserts a claim is independent of the truth of the claim
Sources make their claims independently® (U[Dong et al, VLDB’09]
A source has uniform confidence to all the claims it expresses(?

Trust the majority
Optimistic scenario : S

(2)[Pasternack Roth, WWW’13]

>> S

True False

Claims

* Only claims with a direct source attribution are considered
e.g., “S 1 claims that S2 claims A” is not condidered

e Claims are assumed to be positive and usually certain:
e.g., “S claims that A is false”, “S does not claim A is true” are not considered
or “S claims that A is true with 15% uncertainty” 2/

* Claims claimed by only one source are true

e Correlations between claims/entity are not considered(?

e One single true value exists# (3)[Pochampally et al. SIGMOD’14]
(4)[Zhi et al., KDD’15]
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Recap

Truthfinder MLE LCA LTM Depen+ SSTF
Data Type String, Boolean String, String, String, String,
Categorical Categorical | Categorical Categorical | Categorical
Numerical Numerical Numerical
Mono/multi- Mono & Mono Multi Mono Mono & Mono
valued claim Multi Multi
Similarity Yes No Yes No Yes Yes
Correlations No No No No Yes+ Yes
Source Quality Constant, Constant, Constant, Incremental, Constant, Constant,
uniform Source- Source- and | source-specific | uniform uniform
specific data item
specific
Source No No No No Yes No
Dependence
Claim hardness No No Yes No No No
Single/multi- Single Single Single Multi-truth Single Single
truth
Trainable No No No No No Yes

D. A. Waguih and L. Berti-Equille. Truth discovery algorithms: An experimental evaluation. arXiv preprint arXiv:1409.6428, 2014.
CIKM 2015
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urther Testing ‘ API \

http://daqcri.github.io/dafna/ AllegatorTrack

;::-r

= ~_ e -

AllecatorTrack 7 pe— o s 2B B s B om_m wn w8 oA as m [P e - -
FAINTIELIE PSR { inputs ! Results §  Results 2 Sesulis 20 § Resuls3
= Ao=e _SEEIZST E : pr—— = = — P o —r—
. = - OuUrCe vVie'w Hormalized view Letaill view ExXpoet Visuaiaze - FEATCCT, e § TIOE OooA—nd
Truth Discovery from Mulli-Sowce Darta
Signed in as userBexampie.com. Change password - Sign out

claim_id i object i proparty_id property_value sounce_id [74] Cambiner
( scower | Explain | Allegaie

' A 54847 0120455394 AutharsMamesList allen davic: alkon.pater albooks
¢+ Upload Datatets
54648 0120455004 Autharadarmasl ist allin daAie: aken pater Blacswel onling

]tfmf-at Value Confidence 1 - l
g _ . e o = A H
\P‘redlc!'.lmcum.mt oz — 1
| 1 SfSs 0120455004 Autharsiarmas| ist nlkcnn, patnr fron postags 1 @th. ..
lw-rrm'-:-:mnn Facioe 8.5 = J
S&655 0120855004 AunharaNarmas] st aikor_patar CLINArE RINFS
E5s 012055552 AuthorsMamesList ik, Pt guETher Oppon
Initial Errpr Facior 0.4 =
54857 0120455004 AunharsMarmas] st alan aavic; aIKen, et lakaside books
Hormalization Facter 0.5 . = Lor ol ! =
54858 D120=555 AuthorsMamasList pikon, pator imalight boosshop
Dapan
S4B59 0120455084 AuthorsMamesList allen david; aiken pater paparnedia com
Aoy
E2660 0120855884 AuihorsMameslist allan david: alken pater paperbackshop-us
AccisSim
S4B81 01204555984 AuthorsMamesList allen davic; alken peter paperbackworkd de
AccuMoDep
AunhorsMNamesliat allan davic. aiken patar AN OrTTNOn
TruthFinder
SimalslCA T onrdianns s Eneniial znd 4 pena 1 #h dotaendisl 2 1817 i 2

D. Attia Waguih, N. Goel, H. M. Hammady, L. Berti-Equille. AIIegatorTrack: Combining and Reporting Results of Truth
Discovery from Multi-source Data. In ICDE 2015.
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Further Testing

http://daqgcri.github.io/dafna/

API

AllegatorTrack r ]

P -

— ..:"::. -

e Datasets and Synthetic Data Generator

java —jar DAFNA-DataSetGenerator.jar
—src 10 —obj 10 —prop 5 —cov 1.00
—ctrlC Exp —ctrlT Exp -v 3
—ctrlV Exp -s dissSim —f "./Test"

October 19, 2015

Control Parameter

Value

Number

of sources(8)

50: 1,000: 2,000; 5,000: 10,000

Number

of data items (D)

100; 1,000; 10,000

Source Coverage (Cov) U.25; U.75 (Unform)
L (Linear)
E (Exponential)
Ground Truth (GT) R (Random)

U.25; U.75 (Uniform)
FP  (Fully Pessimistic)
FO  (Fully Optimistic)
80-P (80-Pessimistic)
80-0 (80-Optimistic)

E  (Exponential)

Conflict Distribution (Coni)

(Uniform)

Number of Distinct Values

U
E (Exponential)
2...20

48



Outline

3. Truth Discovery from Extracted Information
e Knowledge-Based Trust

 Slot Filling Validation

October 19, 2015 CIKM 2015
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Knowledge-Based Trust

Distinguish extractor errors from source errors

KNOWLEDGE

VAULT

Multi-Layer Model based on EM ractor | Extractor B3 mﬁfm
Compute wﬁ,i ‘; .

DOM TBL ANGC

P(w provide v,| Observation correct value(s) for d

extractor quality) A whether source T
Compute P(v, | | provides (d,v) pair | #URLs Ataadl
source quality) ‘ -

7 #Extractors 16
0 N{ As of 2014
deu < Qw

Compute source v wl source

yd AN
accuracy O O
PE RE
e

extractor

Compute
Precision Recall
of extractor

Precision Recall Accuracy Parameters

X. L. Dong, K. Murphy, E. Gabrilovich, G. Heitz, W. Horn, N. Lao, W. Zhang. Knowledge
Vault: A Web-scale approach to probabilistic knowledge fusion, In VLDB 2015
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Slot Filling Validation

Method extending Co-HITS [Deng et al. 2009] over heterogeneous networks

Credibility Propagation
1. Initialize credibility scores c® for Sto 1, for T with TextRank
[Mihalcea 2004] and for R using linguistic indicators

2. Construct heterogeneous networks across R, Sand T Source Response System
with transition prob. i Wigs <Claim, Evidence>
3. Compute: k ik

i C(Si) — (1_ /,Lrs)co(si) + ﬂ’rs Z p:lsc(rj)

r-eR

< et = L= A)C (G + A Y plke(r))

rJER

9 C(rj) = (1_/13r _ﬂ“tr)co(rj)

+ﬂ’srz pi?rc(si)_kﬂ“tr Z plijc(tk) ‘ W WI"[
SiES tk eT Sr
Weight matrices

D. Yu, H. Huang, T. Cassidy, H. Ji, C. Wang, S. Zhi, J. Han, C. R. Voss, M. Magdon-Ismail. The wisdom of minority:
Unsupervised slot filling validation based on multi-dimensional truth-finding. In COLING 2014, p. 1567-1578, 2014
October 19, 2015 CIKM 2015 51




Outline

4. Recent Advances for Structured Data

e Evolving Truth
e Truth Finding from Crowdsourced Data

I om~ Tl DL~~~ ~ ~ im
LOTNg-1dll FHIenomecnori

n
e Truth Existence, and Approximation

October 19, 2015 CIKM 2015




Evolving Truth

 True values can evolve over time
— Lifespan of objects
— Coverage, Exactness, Freshness of source
— HMM model to detect lifespan and

copying relationships
X. L. Dong, L. Berti-Equille, D. Srivastava. Truth discovery and copying detection in a dynamic world. In VLDB 2009.

e Source quality changes over time
— MAP estimation of the source weights

Y. Li, Q. Li, J. Gao, L. Su, B. Zhao, W.Fan, J. Han. On the discovery of evolving truth. In KDD 2015.

* New sources can be added
— Incremental voting over multiple trained classifiers
— Concept drift

L. Jia, H. Wang, J. Li, H. Gao, Incremental Truth Discovery for Information from Multiple Sources. In WAIM 2013
workshop, LNCS 7901, p. 56-66, 2013

October 19, 2015 CIKM 2015
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Truth discovery
from crowdsourced data

TBP (Truth Bias and Precision)

Likelihood of observing a crowdsourced estimate (given model
parameters only) follows a mixture distribution

p(iglm, 2 hig, Niw) =D N (a2 + i, 1/Air)

Participant M [rue quantity
ability 7
K /@( J p(z; |y, v;) = Nz |py, 1/v;)
@

Adjk

b, \@.7@ p(ryil) = Mul(r, )

M Task difficulty N
indicator

Pl k|, b)) = Gamma( A, k@ ke, ba k)

R. W. Ouyang, L. Kaplan, P. Martin, A. Toniolo, M. Srivastava, and T. J. Norman. Debiasing crowdsourced quantitative characteristics
in local businesses and services. Proc. of IPSN ACM/IEEE, pp. 190-201, 2015.
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Truth discovery

from crowdsourced data

Faitcrowd
* Input: Q questions, K topics, M, words and N, answers per
question provided by U users, hyperparameters

 Output: User expertise e, true answers tq, guestion topic labels Z,

——————————————— ————————————— ——

bg ~ U(7q)

|
[
|
|
©* olh by~ N(0,0%)
i

Aqullq ~ logistic(e;, v, by)

€r gy ™ N(,{L;a’z)

( Intermediate
Input 4 Qutput Hyperparameter \Variable

" F Ma, Y. Li, Q. Li, M. Qui, J. Gao, S. Zhi, L. Su, B. Zhao H. Ji, and J. Han. Faitcrowd: Fine grained truth discovery for crowdsourced
data aggregation. in Proc. of KDD 2015.
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Variance

LO ng-TaiI Phenomenon Minimization

Mb Claims
LsooMb Claims ) ) ) ) ) o —_— : 10 Nb Claims
2000 00
153
1500 A0S
108
103 403
50
500 - 200
—‘J - n " abaslas & L u ]
9 100 2P O 400 500 SO0 YO BI0 B0 [-apoal 4050 4100 4150 4200 a250 TOROO0 TLODED TZODDG FENO000 T4000O TSO000 RO000 TF0A00
Snuree 1N Source ID Source ID
Book Population (Extract) Biography

Nb. of Claims

MNb. of true positive Claims (GT)

CADT Method for Independent and Benevolent Sources ZW .

__ seS

combined ~
2 W,

: 2 __2
min > wiol st.) w,=1w,>0,VseS =

Goal : Minimize the Variance of Source Reliability &, oc N (0, 032 ) €

seS seS
ZZ P Number of claims by source s
(x/2,Ny)
/ WS oC - / xn\Z\ Chi-squared probability at (1-ot) confidence interval
> X -x" L
Reliability of source s neN " " Initial value confidence for entity n
€ S

Q. Li, Y. Li, J. Gao, L. Su, B. Zhao, M.Demirbas, W. Fan, and J. Han. 2014. A confidence-aware approach for truth discovery on
long-tail data. Proc. VLDB Endow. 8, 4 (December 2014), 425-436.
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Recent contributions

e Modeling Truth Existence

— Problem of No-truth questions: none of the (b
answers is true

— EM-based algorithm similar to MLE /,/

— Silent rate, false and true spoken rates a—{(e)] v

S. Zhi, B. Zhao, W. Tong, J. Gao, D. Yu, H. Ji, J. Han. Modeling Truth Existence in Truth Discovery. In Proc. of KDD 2015

e Multi-Truth Discovery

Tuesday, 3:55pm—-5:10pm, Session 3A: Veracity

X. Wang, X. Xu, X. Li. An Integrated Bayesian Approach for Effective Multi-Truth Discovery.
In CIKM 2015

 Approximate Truth Discovery
Tuesday, 3:55pm—-5:10pm, Session 3A: Veracity

X. Wang, Q. Z. Sheng, X. S. Fang, X. Xu, X. Li, L. Yao. Approximate Truth Discovery Via
Problem Scale Reduction. In CIKM 2015
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Truth Discovery Challenges

“ Sources C Claims >

Evidences

\_ J

e Multidimensional Metrics

Source: Coverage, Accuracy, Exacteness, Freshness, Reputation, Dependence...
Claims: Popularity (i.e., supported by many or few sources) (long-tail phenomena)
Truth: Trivial truths (hardeness), sensitive truths, uncertain, rapidly evolving

Data items: Information entropy (many (or few) conflicting information)

 Truth Discovery Modeling

Voting only works with benevolent sources. What about adversarial/pessimitic scenarios?
Need to incorporate evidences and contextual metadata (hidden agenda of sources)
Need to adress truth discovery in the context of source/content networks

e Algorithmic Framework

Bane complex parameter setting

Quality performance: Ground truth data set size should be statistically significant
No “one-size fits all” solution

Need for benchmarks

e Build a complete Truth Discovery pipeline/system

October 19, 2015 CIKM 2015 58



Outline

4. Modeling Information Dynamics

October 19, 2015 CIKM 2015
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Misinformation in Networked Systems

Theory

Rumor
spreading

Epidemic
spreading

(Pastor-Satorras &
Vespignani, 2001)

Misinformation
dynamics

Perfect-copy
dynamics

(Moreno et al., 2001)

(Moreno et al., 2004) Ma et ai., 2010)

(Kitsak et al., 2010)

Source
identification

(Pinto et al., 2012)

(Lokhov et al., 2013)
The problem

I

I

; I

of influence |
I

I

[Ena s
1 (Kempe et al., 2003)
(Borge-Holthoefer et al, 2012b)

Tracking
(Leskovec et al., 2009) | information
mutation

Tracking

Influence
limitation

(Nguyen et al., 2012) (Simmons et al., 2011)

misinformation

Applications

a ——— b a has enriched our understanding of b
e e » b acould/should enrich our understanding of b
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Networked Systems: Topology (I)

Giant connected component

|12 13
' @ @
[]

*“ s s eseesosecossscscscsee?

Disconnected subgraph

N=13
L=17
<k>=1.3
APL=24
D=4

October 19, 2015
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CIKM 2015

Associated adjacency matrix
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Networked Systems: Topology (Il)

: o 3 8 '
L}
] 9
' '
’ '
' 1 6 7 .
] . '
' '
' '
' '
' 10 ,
]
s 2 S 11 .
Giant connected component
messssssssssssss .
12 13
' @ L
(] ]
--------------- (4
Disconnected subgraph
N=13 Node — 1 2 3 4 5 6 7 8 9 10 11 12 13
L=17 Clustering 0.0 0.0 0.0 0.0 0.0 0.0 0.6 1.0 1.0 1.0 1.0 0.0 0.0
<k>=1.3 Dc 0.4 0.0 0.0 0.0 0.00.1 0.4 0.3 0.3 0.3 0.3 0.0 0.0
Bc 0.4 0.0 0.0 0.0 0.0 0.3 0.3 0.0 0.0 0.0 0.0 0.0 0.0
APL=24 Ec 0.0 0.0 0.0 0.0 0.0 0.1 0.4 0.4 0.4 0.4 0.4 0.0 0.0
D=4 Core 194 4 1 9 72 22 2 2 1 4

O
O
O

e
e

c=1 c=1/3 c=0

Clustering

October 19, 2015
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Networks: Why Topology Matters

Take a spreading process...

On which topology is it more efficient?
(faster spread, further reach)

£ 1 c

2 e,

@ 0.8 e,

=l ]

£ o . C,/Cq

o *

0.4 *s

€ ‘.

E 0.2 LDI‘ILG ...."-li

5 . ‘ltli......--.‘.’?

© ?ﬂ* 10° 10° 107 10°
Rewiring Probability (p) Boccaletti S. et al. (2006) Complex networks: structure and dynamics.

Physics Reports, 424(4-5), 175-308
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Misinformation in Networked Systems

Theory

|

|

|

|

I

| Source
I identification
I

I

I

I

I

(Pinto et al., 2012)
(Lokhov et al., 2013)

I
The problem :
of influence |
I
I

[Ena s
1 (Kempe et al., 2003)
(Borge-Holthoefer et al, 2012b)

Tracking
(Leskovec et al., 2009) | information
mutation

Tracking

Influence
limitation

(Nguyen et al., 2012) (Simmons et al., 2011)

misinformation

Applications

a ————p b ahas enriched our understanding of b
e (e » b acould/should enrich our understanding of b
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Rumor spreading ()

1.0 | :
1 | | | | I | | | |
e =100 i ]
mi=0.25 N el O e S :

08~ eu=05 - 0.8 |- L il o
A =0.75 i - i

=110 i p=10 ]
0.6 06 + B 1 A
& ! . g [ r From right to left t i
0.4 o o] e i k=3,k=6,k=20,k=280 | |
N S _ i i [ N A T TN TR Y TN N T | i i
02 | o2 sl e iis i et

S5 T time

0 A et A R R R B B B i T

0 005 01 015 02 025 03 035 04 045 05 0.0 o,

A 0 5 10 15 20 25 30
A‘ time
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Moreno Y., Nekovee M. & Pacheco A. (2004) Dynamics of rumor spreading in complex networks.
Physical Review E, 69(6), 066130
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Information Cascades in the Real World
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(+) It is possible to observe global cascades like models predict
(?) In real world cases global cascades are mostly achieved from central positions

Gonzalez-Bailon S., Borge-Holthoefer J., Rivero A. & Moreno Y. (2011) The Dynamics of Protest
Recruitment through an Online Network. Scientific Reports, 1, 197

Borge-Holthoefer J., Rivero A. & Moreno Y. (2012) Locating privileged spreaders on an online
social network. Physical Review E, 85, 066123
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Rumor spreading (ll)

1.0

09 r
08 r
0.7

05 r
04 r
03 r

0.2k

1.0

09 1 A

T
—
44—+ + + $ + 3

h 08 r

' L T 1 & 5 71 - 07 +
! J | i 1 J; i
. 4 0.6 |

' l T o7 o1 o1 o1 1 9Bk
,-*4'+ _“_‘P_j+ s 04

e

t(s)

0=0.1 ’
a=0.3 — 1 - 03 | % 4
o=05 ——

a=1.0 —s—

E 0.2

2 4 6 8 10 18 10° 107 107 10°
kC kI"IOI’I'I’I

(?) In real world cases, global cascades are mostly achieved
from central positions

(-) Classic rumor spreading dynamics do not capture the relationship
between centrality and cascade success (rather the opposite)

Borge-Holthoefer J. & Moreno Y. (2012) Absence of influential spreaders in rumor dynamics. Physical
Review E, 85, 026116
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Evolved Rumor Dynamics: Rates
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Let each node attempt to spread the rumor at a certain _ k k
a; = ki [ Kmax

(individual) rate, which depends on its degree k

(-) No matter which refining features we add, information
diffusion in the real world is usually not exact-copy dynamics

Borge-Holthoefer J., Meloni, S. Goncalves B. & Moreno Y. (2012) Emergence of influential
spreaders in modified rumor models. Journal of Statistical Physics, 148(6), 1-11
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Evolved Rumor dynamics: Mutation (l)

Add to the classical transition probabilities an extra one: the
one determining whether information undergoes a mutation

Question: at which probability does information explode?

October 19, 2015 CIKM 2015 69



Evolved Rumor Dynamics: Mutation (ll)
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Question: at which probability does information explode?
(-) Lack of connection with reai world phenomena: no validation.
Anyone?
Ma X.J., Wang W.-X., La Y.-C. & Zheng Z. (2010) Information explosion on complex networks and
control. EPJB 76, 179-183
October 19, 2015 CIKM 2015 70



Misinformation in Networked Systems

October 19, 2015

Theory

Tracking
information
mutation

Tracking

L ’ (Simmaons et al., 2011)
misinformation

Applications

a ——— b ahas enriched our understanding of b
a————— » b acould/should enrich our understanding of b
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Source identification (I}

- observers
« nodes infected after 9 months (May 2011)

first population to reach
infection threshold (Oct 2000)

estimated source after

4~ 3 observed infections (Dec 2000)
Thukela river

basin

e

0 100 km

(a) (b)
Observer density K/N (%) 20 40 60 80

Pinto P.,, Thiran P. & Vetterli, M. (2012) Locating the source of diffusion in large-scale networks.
Physical Review Letters, 6(109) 068702
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Detect misinformation spreading

VS.

the “organic” look

http://www.truthy.indiana.edu/

Ratkiewicz J. at al. (2011) Truthy: Mapping the spread of astroturf in microblog streams.
Proceedings of the 20th international conference companion on World Wide Web, 249--252
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Stop misinformation spreading

ek : Remember: central nodes (influentials) make a
symmetrical netwo i . .
_/ better job controlling cascades

It makes sense to look for those influentials to
contain misinformation spreading

%;
TS

N1 oI I P (U O U U SN NNV NN AT MU U NI N
10 0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150
core number

Nguyen N.P, Yan G., Thai M.T. & Eidenbenz S. (2012) Containment of misinformation spread in
online social networks. Proceedings of the 3rd Annual ACM Web Science Conference 213--222
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Misinformation in Networked Systems

Theory

Applications

a ——— b ahas enriched our understanding of b
a————— » b acould/should enrich our understanding of b
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Meme tracking

it’'s my belief that this is exactly the time
when the american people need to hear

3 . 190
from the person will be the next president sonator what sconomigare you talking about 180
170
160
150
140
130
this is exactly the time the american 120
people need to hear from the person who the fundamentals of :;‘;
in approx 40 days will be responsible for %
dealing with this mess facing an economic cgils of historic proportions 80
T
the fundamenials of growtHillas Wersened =
| 50
|I &0
30
this is exactly the time when the american #="= made creats S .- . _-ﬂ-i = — 2
= . > .. il

people need to hear from the person who gl R A - — -

2008-0B-22_08 2008-08-12_16 2008-10-04_00 2008-10-25_08 2008-11-15_16 2008-12-07_00 2008-12-28_08

in approx 40 days will be responsible for
dealing with this mess

!

it’s my belief that this is exactly the time
the american people need to hear from the l
person who in approx 40 days will be

responsible with dealing with this mess part of the president’s job is to deal with more than
l thing at once in my mind that’s more important than
ever

it’s my belief that this is exactly the time the
american people need to hear from the
person who in approx 40 days will be

responsible with dealing with this mess it's Leskovec J., Backstrom, Kleinberg J. (2009) Meme-tracking and the
going to be part of the president’s job to deal

with more than thing at once Dynamics of News cycle. Proc. 15th SIGKDD, 497-506
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Fact-checking in Knowledge Networks
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Ciampaglia G.L. et al. (2015) Computational Fact Checking from Knowledge Networks. PLoS
ONE 10(6): €0128193. d0i:10.1371/journal.pone.0128193
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Future: Multi-layer Networks

Aduregate

Reply

)"',‘:- g O S
N % Source
C/I ' (o) Contents
/ 5 C Source-Content Dependence
) ) . Q Source Dependence
Content Dependence
Temporal Dependence of contents
(Evolution of content from time 1 to 2)

Holme P. & Saramaki J. (2012) Temporal networks. Physics reports 519(3) 97--125
Kivela M. et al. (2014) Multilayer networks. Journal of Complex Networks, Vol. 2, No. 3: 203-271
De Domenico M. et al. (2013) Mathematical formulation of multi-layer networks. Physical Review X, 3, 041022

De Domenico M., Porter M.A. & Arenas A. (2014) MuxViz: a tool for multilayer analysis and visualization of
networks. Journal of Complex Networks doi: 10.1093/comnet/cnu038
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Summary

e We presented an organized overview of the techniques
proposed for truth discovery with recent advances from
data/knowledge extraction and complex networks

 Many scientific and technological obstacles:
— Relax modeling assumptions

— Solve algorithmic issues related to scalability and complex
parameter settings, e.g., Web-scale fact extraction/checking

— Integrate theoretical and applied work from complex
networked systems to better capture the multi-layered
dynamics of misinformation

e Still a lot needs to be done for automating truth
discovery for realistic and actionable scenarios
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