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Chapter 1

Quality of Web Data and Quality of Big
Data: Open Problems

Monica Scannapieco and Laure Berti

1.1 Introduction

In this chapter we discuss some open issues related to two typologies of infor-
mation sources that nowadays are particularly significant, namely: Web data
and Big Data.

Searching and using the information stored on billions of Web pages poses
significant challenges, because this information and related semantics are
usually more complex and dynamic than the information that traditional
database management systems store [306, 58]. As an evolving collection of
inter-related files on one or more Web servers, Web data is extremely rich
and diverse, combining multiple types of media and data.

The vision of the Semantic Web aims to make use of semantic representa-
tions on the Web at the largest possible scale. Large knowledge bases such as
DBpedia (http://dbpedia.org/), GovTIrack (http://www.govtrack.us/)
and OpenCyc (http://www.cyc.com/platform/opencyc) are freely avail-
able as Linked data and SPARQL endpoints, see Chapter ?? for a systematic
introduction to Linked data. However, users of such large Semantic Web
knowledge bases are often facing three important problems:

- Limited access, due to the lack of high-quality keyword-based searches
and the lack of deep-Web access [424, 58]: users can hardly know which
identifiers are used and are available for the construction of their queries.
Furthermore, domain experts might not be able to express their queries in
a structured form, although they have a very precise idea of what kind of
results they would like to retrieve [599, 598, 678];

- Limited knowledge of the various IQ problems existing in the Web data:
for example, data extracted from semi-structured or even unstructured
sources, such as DBpedia or Yahoo Finance (http://finance.yahoo.
com/) often contain inconsistencies as well as misrepresented, redundant,
obsolete, inaccurate or incomplete information [402] the users may even
not be aware of. They usually do not have appropriate tools to evaluate,
control or monitor 1Q.

- Dissatisfaction and misuse of the available Web data or services: depending
on the level of quality required, retrieved data or accessed services may not
fit for the intended use. For example, in Wikipedia, it may happen, though
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in relatively few cases, that some information or some facts are missing
or incomplete for general information purposes. But for self-medication,
the same quality level may be completely insufficient. To date, some Web-
based e-commerce service systems, such as amazon.com and expedia.com,
register every user’s past traversal or purchase history and build customer
profiles from that data. Based on a user’s profile and preferences, these
sites select appropriate sales promotions and recommendations, thereby
providing better quality of service than sites that do not track and store
this information. Although a personalized Web service based on a user’s
traversal history could help recommend appropriate services, a system
usually cannot collect enough information about a particular individual to
warrant high-quality recommendations [497].

As a consequence, one of the most important challenges is to determine the
quality of Web data — created with HTML and XML, or generated dynam-
ically by underlying Web database service engines — and make this quality
information fully and relevantly usable and exploitable.

Two relevant paradigms for characterizing the quality of Web data are
trustworthiness and provenance. Trustworthiness can be characterized on the
basis of three dimensions, namely: believability, verifiability and reputation.
Provenance is a rather complex concept that has been being investigated
since several years, and that recently, with the advent of the Web of data,
has become even more important. In Section 1.2 we will characterize and
describe both paradigms, as well as relevant tools and techniques for dealing
with them.

Ensuring 1Q is obviously a substantial challenge in Web data manage-
ment as it involves a set of autonomously evolving data sources that need
to be monitored and possibly cleaned for data integration. To the purpose
a very relevant task is object identification, that aims at identifying pairs of
data-objects that represent the same real world object, and that has been
discussed in the context of well grounded types of data in Chapter 7?7 and
Chpater ??7. When objects are Web data, some relevant features must be
taken into account, namely: Web data can be highly time-dependant and
their quality must be assessed. In Section 1.3 we will describe some relevant
issues related to object identification of Web data and we will also describe
possible techniques solving such issues.

The second part of the chapter will deal with Big Data. In Section 1.4
after a general characterization of Big Data sources, we will describe issues
in characterizing the quality of such data. In particular, we will outline that
Big Data involves very different types of sources, and hence their quality
characterization does need to be source-specific. In this direction, an overview
of approaches for quality characterization of sensor data will be presented in
Section 1.5 as an example of how a source-specific quality characterization of
Big Data can be carried out.

Specification of Big Data quality can also be dependent on specific appli-
cation domains, i.e. it is domain-specific. In this respect, in Section 1.6 we
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will provide an example of quality issues in dealing with Big Data that come
from the Official Statistics domain.

1.2 Two Relevant Paradigms for Web Data Quality:
Trustworthiness and Provenance

1.2.1 Trustworthiness

In the following we first define concepts related to trust, and then we discuss
their interrelationships.

Trust is a level of subjective and local probability with which an agent
assesses that another agent will perform a particular action. Trustworthiness
is the objective probability that the trustee performs a particular action on
which the interests of the truster depend. In other words, trustworthiness
is the assurance that a system will perform as expected. Though trust and
trustworthiness are two distinct concepts, when dealing with techniques for
assessing them, the two concepts play often a single role; hence in the fol-
lowing the two terms will be used interchangeability unless needing specific
characterizations.

Thirunarayan et al. [608] provide a comprehensive ontology to capture
trust-related concepts as well as a detailed comparative analysis of trust
models and metrics in diverse contexts. They classify the approaches into
direct trust referring to trust determined using firsthand experiences over a
period of time and indirect trust referring to trust determined using experi-
ences of others via referrals. They describe and compare Bayesian approaches
to direct trust and trustworthiness in reputation-based processes.

Recent work on performing trust analysis based on the data provided by
multiple sources has been proposed. Yin et al. [687] introduced a heuris-
tic fact-finder algorithm TruthFinder which performs trust analysis on a
providers’ facts network. This work was followed by various fact finder al-
gorithms in the context of trust propagation [633] and truth discovery anal-
ysis [183]. The goal is the find the truth about some questions or facts given
multiple conflicting sources. The proposed approaches differ in the factors
taken into account to estimate source accuracy and trustworthiness e.g., the
difficulty of the questions [255], the type of errors [693], the applications
(Wikipedia or collection of Web documents) [633] or some potential depen-
dence (through copying relationships) between sources [183].

According to [633], a general approach to trust assessment uses (1) domain-
dependent properties for determining trustworthiness based on content and
on external metadata, and (2) domain-independent mapping to trust lev-
els through quantification and classification. For example, Wikipedia articles
can be assessed based on domain-dependent content-based quality factors



4 1 Quality of Web Data and Quality of Big Data: Open Problems

such as references to peer-reviewed publications, proportion of paragraphs
with citation, article size, and also metadata-based credibility factors such
as author connectivity, edit pattern and development history, revision count,
proportion of reverted edits, mean time between edits and mean edit length.
Another example is the estimation of a website’s trustworthiness based on
the levels of sensitivity of exchanged information with highly trusted sites
(e.g., for identity and banking information exchanges).

1.2.1.1 Trustworthiness Dimensions

There are three dimensions for characterizing trustworthiness, namely: be-
lievability, verifiability and reputation that are displayed along with their
respective metrics in Table 1.1. The reference for each metric is provided in
the table.

In the following, a detailed characterization of the three dimensions is
provided.

1.2.1.2 Believability

Believability refers to the extent to which information is regarded as true and
credible. Believability can also be defined as the subjective measure of a users
belief that the data is “true” [337]. Believability is measured as follows (see
also Table 1.1):

e compute the trustworthiness of RDF statements based on provenance in-
formation and on the opinion of other information consumers: the system
applies a trust function which assigns a trust value which can be a value in
the interval [-1,1] where 1: absolute belief, -1: absolute disbelief and 0:lack
of belief/disbelief. The trust functions that computes a trust value are
based on user-based ratings, provenance-based or opinion-based method.

e compute the trustworthiness of an entity, namely an object or a resource:
an objective trust measure for each entity is provided a priory by a trusted
third party which provides information such as citation count or global rep-
utation. Once each entity has been given its trust value then it is possible
to make trust inference on the new arriving entities.

e compute the trust between two entities by using a combination of (1) a
propagation algorithm which utilises statistical techniques for computing
trust values between two entities through a path and (2) an aggregation
algorithm based on a weighting mechanism for calculating the aggregate
value of trust over all paths.

e acquiring content trust from users: based on associations that transfer
trust from entities to resources.
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lisher

Dimension |SubDimension Description
computing the trust-|{computing a trust value based on user-based
worthiness of RDF |ratings or opinion-based method [299]
statements
computing the trust of [construction of decision networks informed
an entity by provenance graphs [257]
Believability accuracy of computing|by using a combination of (1) propagation al-
the trust between two|gorithm which utilizes statistical techniques
entities for computing trust values between 2 entities
through a path and (2) an aggregation algo-
rithm based on a weighting mechanism for
calculating the aggregate value of trust over
all paths [568]

acquiring content [based on associations that transfer trust from

trust from users entities to resources [264]

detection of trustwor-|{use of trust annotations made by several

thiness, reliability [individuals to derive an assessment of the

and credibility of a[sources’ trustworthiness, reliability and cred-

data source ibility [265]

assigning trust values|use of trust ontologies that assign content-

to data/sources/rules |based or metadata-based trust values that
can be transferred from known to unknown
data [337]

determining trust[using annotations for data such as (i) black-

value for data listing, (ii) authoritativeness and (iii) ranking
and using reasoning to incorporate trust val-
ues to the data [85]

meta-information checking whether the provider/contributor is

about the identity of|contained in a list of trusted providers [79]

information provider

verifying publisher in-|stating the author and his contributors, the

Verifiability ~ |formation publisher of the data and its sources [242]
verifying authenticity [whether the dataset uses a provenance vocab-
of the dataset ulary, eg. the use of the Provenance Vocabu-

lary [242]
verifying  correctness|with the help of unbiased trusted third party
of the dataset [79]
verifying usage of dig-|signing a document containing an RDF seri-
ital signatures alisation or signing an RDF graph [242]
Reputation reputation of the pub-|survey in a community questioned about

other members [264]

reputation  of  the

dataset

analyzing references or page rank or by as-
signing a reputation score to the dataset [437]

Table 1.1 Comprehensive list of IQ metrics for trust dimensions
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e detection of trustworthiness, reliability and credibility of a data source: use
of trust annotations made by several individuals to derive an assessment
of the sources’ trustworthiness, reliability and credibility.

e assigning trust values to data sources/rules: use of trust ontologies that as-
sign content-based or metadata-based trust values that can be transferred
from known to unknown data.

e determining trust value for data: using annotations for data such as (i)
blacklisting, (ii) authoritativeness and (iii) links-based ranking.

e meta-information about the identity of information provider: checking
whether the provider/contributor is contained in a list of trusted providers.

Another method proposed by Tim Berners-Lee was that Web browsers should
be enhanced with an “Oh, yeah?” button to support the user in assessing the
believability of data encountered on the web!. Pressing of such a button for
any piece of data or an entire dataset would contribute towards assessing the
believability of the dataset.

According to the last three points in the listing given before we can point
out that believability is measured by checking whether the contributor is con-
tained in a list of trusted providers. There exists an interdependency between
the data provider and the data itself. On the one hand, data is likely to be
accepted as true if it is provided by a trustworthy provider. On the other
hand, the data provider is trustworthy if it provides true data.

1.2.1.3 Verifiability

Verifiability refers to the degree by which a data consumer can assess the
correctness of a dataset.

Verifiability is described as the “degree and ease with which the informa-
tion can be checked for correctness” [79]. Similarly, in [242] the verifiability
criterion is used as the means a consumer is provided with, which can be
used to examine the data for correctness. Without such means, the assurance
of the correctness of the data would come from the consumer’s trust in that
source. It can be observed here that on the one hand the authors in [79] pro-
vide a formal definition whereas the author in [242] describes the dimension
by providing its advantages and metrics.

Verifiability can be measured either by an unbiased third party, if the
dataset itself points to the source or by the presence of a digital signature
(see Table 1.1).

As an example, if we assume that a flight search engine crawls information
from arbitrary airline websites, which publish flight information according
to a standard vocabulary, there is a risk for receiving incorrect information
from malicious websites. For instance, such a website publishes cheap flights
just to attract a large number of visitors. In that case, the use of digital

! http://www.w3.org/DesignIssues/UI.html
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signatures for published RDF data could allow to restrict crawling only to
verified datasets.

Verifiability is an important dimension when a dataset includes sources
with low believability or reputation. This dimension allows data consumers to
decide whether to accept provided information. One means of verification in
linked data is to provide basic provenance information along with the dataset,
such as using existing vocabularies like SIOC, Dublin Core, Provenance Vo-
cabulary, the OPMV? or the recently introduced PROV vocabulary®. Yet
another mechanism is the usage of digital signatures [113], whereby a source
can sign either a document containing an RDF serialisation or an RDF graph.
Using a digital signature, the data source can vouch for all possible serializa-
tions that can result from the graph thus ensuring the user that the data she
receives is in fact the data that the source has vouched for.

1.2.1.4 Reputation

Reputation is a judgment made by a user to determine the integrity of a
source. It can be associated with a data publisher, a person, organization,
group of people or community of practice or it can be a characteristic of a
dataset (see Table 1.1).

The authors in [264] associate reputation of an entity (i.e. a publisher
or a dataset) either as a result from direct experience or recommendations
from others. They propose the tracking of reputation through a centralized
authority or, in alternative, via decentralized voting.

Reputation is usually a score, for example, a real value between 0 (low)
and 1 (high). There are different possibilities to determine reputation and can
be classified into human-based or (semi-)automated approaches. The human-
based approach is via a survey in a community or by questioning other mem-
bers who can help to determine the reputation of a source or by the person
who published a dataset. The (semi-)automated approach can be performed
by the use of external links or page ranks.

The provision of information on the reputation of data sources allows
conflict resolution. For instance, several data sources report conflicting prices
(or times) for a particular flight number. In that case, a search engine can
decide to trust only the source with higher reputation.

Reputation is a social notion of trust [270]. Trust is often represented in
a web of trust, where nodes are entities and edges are the trust values based
on a metric that reflects the reputation one entity assigns to another [264].
Based on the information presented to a user, she forms an opinion or makes
a judgement about the reputation of the dataset or the publisher and the
reliability of the statements.

2 http://open-biomed.sourceforge.net/opmv/ns.html
3 http://www.w3.org/TR/prov-o/
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1.2.2 Provenance

Representing and analyzing provenance is a topic of research since a
decade [300, 601]. Bunemann et al. [99] identify several open issues for data
provenance of Web data such as: i) obtaining provenance information, %)
citing components of a data resource that may be (components of) another
resource in another context, and #4) ensuring integrity of citations under the
assumption that cited data resources evolve.

Not knowing the exact provenance used to produce a published dataset of-
ten renders the dataset useless (and not only from a scientific point of view).
While there has been substantial work on database and workflow provenance,
the two problems have generally been examined in isolation. Database prove-
nance, that has been investigated in Chapter 77 is fine-grained and captures
precise — why, where and how — dependencies [129] between data and queries.
These dependencies are used to formally analyze and improve the quality of
data and query results. In contrast, workflow provenance is represented at a
coarser level and reflects the functional model of workflow systems which is
stateless (each computational step derives a new artifact). Workflow prove-
nance is mainly used to achieve reproducibility of workflow executions.

On the positive side, capturing provenance information is facilitated by
the widespread use of workflow tools for processing scientific data and more
recently open data. The workflow process describes all the steps involved
in producing a given dataset, and hence captures its lineage. Efficiently de-
riving [19, 88] storing and querying [22] provenance information is still an
important research issue in both database and workflow environments.

For Web data, we are confronted with several challenging issues concern-
ing provenance information management. The first challenge addresses the
problem of keeping track of Web data lineage from its origin to its final uses
and consists in defining and implementing tools for capturing and query-
ing provenance information of data-centric workflows. These tools have to
combine database and workflow provenance techniques [133] that specialize
general data-oriented transformations, such as the ones specified for ware-
housing systems [159].

The second challenging issue addresses the problem of building and in-
creasing confidence in the data and consists in using provenance information
for capturing and improving the quality of data manipulated by SPARQL
queries [178]. The goal is to define appropriate abstract provenance models
that capture the relationship between query results and source data by taking
into account the employed query operators [606].

With the development of the Linked Data initiative [408], the provenance
of that data becomes an important factor for developing new Semantic Web
applications. A dedicated W3C group, the Provenance Working Group, part
of the W3C Semantic Web Activity [635], developed a set of documents, col-
lectively named as the PROV Family of Documents [634], with the purpose of
promoting and enabling representation and interchange of provenance infor-
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mation using widely available formats such as RDF and XML. The following
section describes some interesting outcomes of this W3C standardization ac-
tivity.

1.2.2.1 Provenance on the Web

Provenance of a resource is a record of metadata containing descriptions of
the entities and activities involved in producing and delivering or otherwise
influencing a given object. The main usage of provenance are related to: (i)
understanding where data come from, (ii) identifying ownership and rights
over a resource, (iii) making judgments about a resource to determine whether
to trust it, (iv) verifying that the process used to obtain a result complies
with given requirements, and reproducing it.
Three different perspectives on provenance can be considered:

o Agent-centered provenance, that is, what people or organizations were in-
volved in generating or manipulating a resource. For example, in the prove-
nance of a picture in a news article, it is possible to capture the photog-
rapher who took it, the person that edited it, and the newspaper that
published it.

e Object-centered provenance, by tracing the origins of portions of an entity,
i.e. an object or a resource, to other entities.

e Process-centered provenance, capturing the activities and steps taken to
generate a resource. For example, some statistical data are the result of a
data collection phase that involved a certain sample, of a data correction
phase that involved specific imputation techniques and of a data estimation
phase, performed according to defined methods.

The relationships among the different perspectives are shown in Figure 1.1.
Key dimensions concerning provenance are shown in Table 1.2, and are: con-
tent, management and use. The four dimensions characterizing the content
dimension aim to take into account who provided the content (attribution),
how the content was generated (process), how it evolved in time (evolution
and versioning), notes on the content (justification for decision) and content
it was derived from (entailment). Management is instead described by the
availability of provenance information (publication) as well as its accessibility
(access), and by non-functional provenance requirements like control policies
(dissemination control) and performance (scale). Finally, the use dimension is
characterized by usability aspects (understanding), integration aspects (in-
teroperability and comparison), provenance verifiability (accountability and
trust) and error management issues (imperfection and debugging).

The PROV Family of documents collectively consists of eleven documents.
Each document can be classified according to the specific type of audience it
is intended for, namely:
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Category Dimension Description
Content |Attribution Provenance as the sources or entities that were used
to create a new result
Responsibility: Knowing who endorses a particular
piece of information or result
Origin: recorded vs. reconstructed, verified vs. non-
verified, asserted vs. inferred
Process Provenance as the process that yielded an artifact
Reproducibility (e.g. workflows, mashups, text ex-
traction)
Data Access (e.g. access time, accessed server, party
responsible for accessed server)
Evolution and
versioning
Republishing (e.g. re-tweeting, re-blogging)
Updates (e.g. a document with content from various
sources and that changes over time)
Justification  |Includes argumentation, hypotheses, why-not ques-
for decisions |tions
Entailment Given the results to a particular query, what axioms
or tuples led to those result
Management | Publication Making provenance information available (expose,
distribute)
Access Finding and querying provenance information
Dissemination |Track policies specified by creator for when/how an
Control artifact can be used
Access Control: incorporate access control policies to
access provenance information
Licensing: stating what rights the object creators and
users have based on provenance
Law enforcement(e.g. enforcing privacy policies on
the use of personal information)
Scale how to operate with large amounts of provenance
information
Use Understanding |[End user consumption of provenance
Abstraction: multiple levels of description, summary
Presentation, Visualization
Interoperabilityf Combining provenance produced by multiple differ-
ent systems
Comparison |Finding what is in common in the provenance of two
or more entities (e.g. two experimental results)
Accountability | The ability to check the provenance of an object with
respect to some expectation
Verification of a set of requirements
Compliance with a set of policies
Trust Making trust judgments based on provenance
Information quality
Reputation, Reliability
Imperfections |Reasoning about provenance information that is not
complete or correct
Incomplete provenance
Uncertain,probabilistic provenance
Erroneous provenance
Fraudulent provenance
Debugging Using provenance to detect bugs or failures of pro-

cesses.

Table 1.2 Dimensions of Provenance of Web Data
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wasGeneratedBy
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Fig. 1.1 Key concepts of the PROV Family of Documents

e users, that want to understand PROV and use applications that support
PROV;

e developers, that want to develop or build applications that create and
consume provenance using PROV;

e advanced, that want to create validators, new PROV serializations, or
other advanced provenance-based systems.

Table 1.3 lists the PROV framework documents according to the differ-
ent types of users, namely users, developers and advanced. While the set of
documents related to the developers view is of immediate practical usage for
provenance publishers, the set of documents that is apart of the advanced
view is more intended to be used for both (i) formal definition of the frame-
work’s concepts and (ii) provision of specifications for developers of tools that
can support provenance publication and validation.

Among the documents shown in Table 1.3, it is particularly relevant the
PROV-O document that defines an OWL2 ontology enabling the represen-
tation of provenance information for Linked open data. In this respect, it
provides both a data model and a technical solution to associate provenance
information to Linked open data.

1.3 Web Object Identification

We have seen in Chapter ?? and Chapter ?? that the scope of object iden-
tification (OID) is very huge, going from structured data to images (image
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Audience |Document Name Description

Users Prov-Primer It is the entry point to PROV offering an introduction to
the provenance data model. This is where you should start
and for many may be the only document needed.

Developers |Prov-O It defines a light-weight OWL2 ontology for the provenance
data model. This is intended for the Linked Data and Se-
mantic Web community.

Prov-XML Defines an XML schema for the provenance data model. This
is intended for developers who need a native XML serializa-
tion of the PROV data model.

Prov-AQ Defines how to use Web-based mechanisms to locate and
retrieve provenance information.

Prov-DC Defines a mapping between Dublin Core and PROV-O

Prov- Defines constructs for expressing the provenance of dictio-

Dictionary nary style data structures.

Advanced |Prov-DM It defines a conceptual data model for provenance including
UML diagrams. PROV-O, PROV-XML and PROV-N are
serializations of this conceptual model.

Prov-N Defines a human-readable notation for the provenance
model. This is used to provide examples within the con-
ceptual model as well as used in the definition of PROV-
CONSTRAINTS.

Prov- Defines a set of constraints on the PROV data model that

CONSTRAINTS |specifies a notion of valid provenance. It is specifically aimed
at the implementors of validators.

Prov-Sem Defines a declarative specification in terms of first-order logic
of the PROV data model.

Prov-LINKS Defines extensions to PROV to enable linking provenance
information across bundles of provenance descriptions.

Table 1.3 Dimensions of Provenance of Web Data

matching) and to completely unstructured information like documents (doc-
ument matching).

The focus of this section is restricted to Web data, which is a huge category
as well. From an OID perspective, Web data can be characterized by some
relevant features, listed in the following:

e time variability, considering the time dependency of most of Web data;
e quality, in terms of its characterizing IQQ dimensions.

In the following, for each of the above listed features, we will illustrate
the impact on the OID process, and some examples of research works that
address the OID problem with respect to the specific feature under analysis.

1.3.1 Object Identification and Time Variability

In Chapter 7?7, we introduced the concept of time variability of data and of its
impact on data and information quality. When considering specifically Web
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data, the relationship with time has two main aspects. The first one is data
volatility, i.e. a temporal variability of the information the data are meant to
represent: there are data that are highly volatile (e.g. stock options), other
which exhibit some degree of volatility (e.g. product prices), and some which
are not volatile at all (e.g. birth dates). The second aspect is more generally
related to the time features of the data generating mechanism. For instance,
some Web data spring up and get updated in an almost unpredictable fashion,
so that their time dimension is not available in a direct way, but does need
to be re constructed, if wishing to use those data in any meaningful analysis.

1.3.1.1 Need for fully automated methods

From an OID perspective, the data volatility aspect has the direct implication
that manual tasks are not anymore possible (or at least are hard to be exe-
cuted) during the OID process, that is the process should be fully automated.
Decision models for OID are often supervised or semi-supervised, or, in other
words, selected record pairs (typically the more difficult to classify) are sent
to be clerically reviewed and training set of prelabeled record pairs can be
prepared. Implementations of the Fellegi and Sunter model [233] (see also
Chapter ?? for an introduction to the model) are often classified as unsuper-
vised methods for learning the status of matching or non-matching of object
pairs. However, such implementations are not actually fully automated, as it
would be necessary in a OID process on Web data. As an example, several
implementations of Fellegi and Sunter rely on the Expectation Maximiza-
tion (EM) algorithm [176] for the estimation of the parameters of the model.
However, in these techniques, manual intervention is required due to (%) the
need of setting thresholds for identifying matching and non-matching pairs;
(i) possible unsuccessful parameter estimation via the EM algorithm (that
may happen for instance if the size of the search space is too huge or too
much limited).

An example of fully automated technique that can fit the fully automation
requirement of Web data is provided in [689], where a statistical approach
based on mizture models is adopted. More specifically, OID methods rely on
distance (or similarity) measures between objects pairs. Due to the stochastic
nature of every real-world data generating process, such pairwise distances
can be seen as (realizations of) a random variable. Thus, the intuition behind
the use of mixture models is that the observed distances arise from a su-
perposition of two distinct probability distributions: the one stemming from
the subpopulation of matches and the other from that of non-matches. The
ultimate aim of this statistical perspective is to exploit the mixture model
for classification purposes, i.e., to bring to light the hidden grouping of the
pairs in the underlying M and U classes. To such a scope, the distance is
viewed as an observable auxiliary random variable that can be used to make
inference on a latent interest random variable, namely the class-membership
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Fig. 1.2 Distance histogram and matches and non-matches histograms: the non-
matches red histogram in the lower panel has been cut to allow the detection of the
very small matches distribution (blue)

indicator of the pairs. The whole picture is founded upon the hypothesis that
the probability distribution of the distance is significantly different inside the
M and U classes (see also Chapter 77, where Section ?7? focuses on the impact
that the different distributions has on OID metrics). Luckily this is almost
always the case in real application scenarios, because typically errors affect
data at moderate rates. Whenever such condition holds, the shapes of the M
and U distance densities are indeed very different: (i) non-matches tend to be
concentrated at higher distances than matches, which furthermore generally
exhibit their own distinctive peak at zero distance; (ii) M and U densities
show only a relatively small overlap. These qualitative features are so general
that one can rightly consider them as a piece of prior knowledge about the
underlying (unknown) M and U distance probability distributions: we refer
to it as PK1.

Besides PK1, another piece of prior knowledge is readily available in OID
applications, namely that matches are rare as compared to Unmatches. We
refer to this second kind of prior knowledge as PK2. In Figure 1.2, the distri-
bution of distances for a real dataset (the Restaurant dataset of the Riddle
online repository) is shown. In [690], a system called MAERLIN (the acronym
stands for Mixture-based Automated Effective Record LINkage) implements
the novel suite of methods proposed in [689], and shows how exploiting PK1
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and PK2 when facing practical OID tasks. MAERLIN represents the prob-
ability density function of the distance as a two-component Beta mixture.
The system structures the decision phase of an OID process into two con-
secutive tasks, as schematically depicted in Figure 1.3. First, it finds (con-
strained) maximum-likelihood estimates for the mixture parameters by fit-
ting the model to the observed distance measures between pairs. Then, it
obtains a probabilistic clustering of the pairs into matches and non-matches
by exploiting the fitted model.

The fitting phase is the crucial one, as it implicitly determines the quality
of the subsequent clustering results. However, it represents a very hard task;
indeed, the problem of fitting a mixture model is always difficult, but it is even
more severe in OID applications. This is due to the huge class-skew inherent
in OID problems, where the very few (and unidentified) distance measures
stemming from matches risk to be completely overwhelmed by the bulk of
those stemming from non-matches. To overcome this difficulty MAERLIN ex-
ploits an original fitting technique inspired by perturbation theory (see, e.g.,
[53]) and designed to take advantage from both PK1 and PK2. The technique
is coded as a two-step algorithm, with the M class mixing weight playing the
role of the perturbative expansion parameter. The first-step concentrates on
the U component mixture parameters and is specifically aimed at “factor-
izing” the leading contribution arising from non matches. The second-step
strives to increase the Likelihood achieved in the previous step by using the
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remaining mixture parameters in a smart way; that is, M density parameters
are tuned in such a way as to better fit the behaviour of the distance distri-
bution exactly in those regions where, thanks to PK1, values stemming from
matches are more likely to be found.

In the clustering phase MAERLIN searches an optimal classification rule
such that each pair can be assigned, based on its observed distance value,
either to the M or to the U class. The system can minimize either the proba-
bility of classification error (maximum likelihood objective) or, alternatively,
the expected classification cost (minimum cost objective), while satisfying
arbitrary matching constraints among the two sets of objects to be matched
(1:1, 1in, n:1 or n:m). If no constraints are imposed (i.e. for n:m matching),
the applied classification rules depend in a quite straightforward way on pos-
terior estimates of class membership probabilities and reflect classical decision
theory results (see, e.g., [187]). For instance, the maximum likelihood objec-
tive leads to the well known Maximum a Posteriori (MAP) rule, see Figure
1.3. When, on the contrary, matching constraints are imposed, MAERLIN
faces directly the full-complexity constrained optimization problem by means
of a purposefully designed evolutionary algorithm [689].

1.3.1.2 Need for time-aware techniques

Let’s consider the second aspect related to OID and time-dependance, i.e.
the possible availability of a timestamp for Web data. The OID matching
process does need to be aware of this specific kind of information, and indeed
there are some preliminary works that actually take explicitly into account
the temporal information. As an example, in [496], an approach that lever-
ages temporal information with linkage is presented. The approach takes
into account cases in which as time elapses, values of a particular entity may
evolve; for example, a researcher may change affiliation or email. On the other
hand, different objects are more likely to share the same value(s) with a long
time gap. Thus the concept of decay is defined, with which the penalty for
value disagreement is reduced and, at the same time, the reward for value
agreement over a long period is reduced as well. Moreover, temporal cluster-
ing algorithms are proposed that explicitly consider time order of records in
order to improve linkage results.

1.3.2 Object Identification and Quality

When considering OID of Web data, quality becomes a fundamental issue:
the complexity of the process is the greater the more the quality of data is
poor. Assessing the quality of Web data is a current research activity, and is
of course highly dependent on the specific Web source. In the following, we
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give two examples that show that, unfortunately, the overall quality of Web
data appears to be dramatically poor.

A first example is related to social media data, such as Twitter data. As
reported in [90] Twitter has been used to examine a wide variety of pat-
terns such as mood rhythms, media event engagement, political uprisings,
etc. However,

“Twitter does not represent “all people”, and it is an error to assume “peo-
ple” and “Twitter users” are synonymous: they are a very particular sub-set.
Neither is the population using Twitter representative of the global population.
Nor can we assume that accounts and users are equivalent. Some users have
multiple accounts, while some accounts are used by multiple people. Some peo-
ple never establish an account, and simply access Twitter via the web. Some
accounts are “bots” that produce automated content without directly involving
a person.”

Twitter data are characterized for being highly unstructured, and often
not accompanied by metadata. This means that high percentages of these
data cannot be simply used by automated processes, as they are “pointless
babbles” [89]. To get an effective use of this kind of data it is necessary
to investigate methods for automatic generation of the right metadata to
describe the data under review.

The second example of Web quality assessment is related to deep Web
data. Deep Web indicates that part of the Web that is not directly indexed
by standard search engines. A huge amount of information on the Web is sunk
on dynamically generated sites, and traditional search engines cannot access
this information as those pages do not exist until they are created dynamically
as the result of a specific search. Most Web sites are interfaces to databases,
including e-commerce sites, flight companies sites, online bibliographies, etc.
The deep Web includes all these sites and thus it is estimated that its size is
several orders of magnitude larger than the surface Web [58].

In [402], an assessment of the quality of deep Web data from stock (55
sources) and flight (38 sources) domains is presented. The results of the as-
sessment report a bad quality in terms of inconsistency (for 70% of data items
more than one value is provided) and of correctness (only 70% correct values
are provided by the majority of the sources).

Interestingly, the work [402] provides a specific definition of quality metrics
for Web data. Such set of metrics is described in the following and represents
one of the first attempts to define a quality assessment framework for Web
data.

First, it is evaluated the redundancy of data. Specifically: (i) redundancy
on objects, i.e. the percentage of sources that provide a particular object, and
(ii) redundancy on data items, i.e. the percentage of sources that provide a
particular data item.

The further considered dimension is consistency of the data, defined ac-
cording to three measures.
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Number of values. By denoting as V(d) the set of values provided by
various sources on d, number of values reports the number of different
values provided on d, that is the size of V(d).

Entropy. By denoting as S(d) the set of sources that provide data on item
d, and S(d;v) the set of sources that provide value v on d, the entropy is

1S(d, V)] [S(d, V)]
Yovevia) TS 108 5T

Intuitively, the higher the inconsistency, the higher the entropy.
Deviation. For numerical values, by defining as vy the dominant
value, i.e. the one with the largest number of providers given by
argmax,cy (g |S(d, V)|, the deviation from d is:

D(d) = \/ﬁ Z?)EV(d)(v;:O )2

Finally, accuracy is evaluated according to two measures, namely:

Source accuracy: We compute accuracy of S as the percentage of its pro-
vided values that are consistent with the given gold standard.

Accuracy deviation: computed as the standard deviation of the accuracy
of a source over a period of time. Given that 7 is the set of time points in a
period, A(t) is the accuracy of the source at time ¢ € T, and Ais the mean

accuracy over T, the variety is computed by: \/ ﬁ Yot (A (t) — fi)z)

The final results of the assessment activity performed according to such

measures are quite poor, namely:

For the stock domain, there is a very high redundancy at the object level,
namely each source provides over 90% of the stocks; for the flight domain,
object-level redundancy is lower, namely only 36% of the sources cover
90% of the flights. It is observed that there is large redundancy on data
items, over various domains: on average each data item has a redundancy
of 66% for stock and 32% for flight.

There is a quite high inconsistency of values on the same data item: for
stock and flight the average entropy is .58 and .24, and the average de-
viation is 13.4 and 13.1 respectively. The inconsistency can vary from
attributes to attributes. By choosing dominant values as the true value
precision is 0.908 for stock and 0.864 for flight for the two domains respec-
tively.

e Accuracy of the sources can vary a lot: on average the accuracy is about

.86 for stock and .80 for flight.
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1.4 Quality of Big Data: a Classification of Big Data
Sources

The term Big Data (BD) is used for identifying structured or unstructured
data sets that are impossible to store and process using common software
tools (e.g. relational databases), regardless of the computing power or the
physical storage at hand. The size of data, typically spanning dimensions of
tera and peta bytes orders of magnitude, is not the only aspect that make
data “Big”. Indeed, the problem of feasibility in treating data increases when
data sets grow continuously over time while a timely processing is necessary
for producing business value [550]. According to a classification proposed
by UNECE (United Nations Economic Commission for Europe) (see [615]),
there are three main types of data sources that can be viewed as Big Data:

1. human-sourced information sources;
2. process-mediated sources;
3. machine-generated sources.

Type 1 sources include a vast amount of data types such as: a. social net-
works (Facebook, Twitter, LinkedIn, etc.), b. blogs and comments, c. internet
searches on search engines (Google, etc.), d. videos loaded in the Internet (You
Tube, etc.), e. user-generated maps, f. picture archives (Instagram, Flickr, Pi-
casa, etc.), g. data and contents from mobile phones (text messages, etc.), h.
e-mails, and so on.

Type 2 sources can consist of: a. data produced by public bodies and
institutions (medical records, etc.), and b. data produced by the private sector
(commercial transactions, banking/stock records, e-commerce, credit cards,
etc.).

Among type 3 sources, we can distinguish: a. data from fixed sensors (home
automation, weather/pollution sensors, traffic sensors/web cameras, scien-
tific sensors, security /surveillance videos/images, etc.), b. data from mobile
sensors, i.e. for tracking or analysis purposes (satellite images, GPS, mobile
phone location, car devices, etc.), and c. data from computer systems (log
files, web logs, etc.).

Big Data is gaining more and more attention both in academic and busi-
ness contexts. Nowadays, the main unmatched challenges in Big Data man-
agement concern the so called 3V:

e wariety, referring to the heterogeneity of data acquisition, data represen-
tation, and semantic interpretation. As to BD representations, we have
introduced in the Preface two evolution coordinates for information types,
the perceptual coordinate and the linguistic coordinate.

e volume, referring to the size of the data. Worldwide information volume is
growing at a rate of 60 % annually, and 90 % of data in the today world
has been created during the last two years.
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e welocity, referring to the data provisioning rate and to the time in which
it is necessary to act on them. Every minute 400.000 tweets on Tweet are
posted, 200 millions of e-mails are sent, 2 millions of Google search queries
are submitted [461].

Given that BD involves so many different sources and business domains,
a quality characterization of them should be source-specific and domain-
specific.

Source-specificity is very much evident when considering the heterogeneous
nature of some sources. For instance, sensor network’s data streams can be
quality characterized by the fact that data is often missing, and when not
missing they are subject to potentially significant noise and calibration ef-
fects. In addition, because sensing relies on some form of physical coupling,
the potential for faulty data is high. Depending on where a fault occurs in
the data reporting, observations might be subject to unacceptable noise levels
(for example, due to poor coupling or analog-to-digital conversion) or trans-
mission errors (packet corruption or loss). In Section 1.5.1 we will discuss in
detail quality issues in sensor data sources.

Conversely, for social media data, data are highly unstructured, and often
not accompanied by metadata. This means that high percentages of these
data cannot be simply used by automated processes as they are affected by
high percentages of noise. In the other cases, however, dedicated and often
expensive activities of semantic extraction must be performed.

Domain-specificity is the other relevant dimension for the specific charac-
terization of quality of Big Data. Depending on the domain, it is necessary
to focus on some aspects of Big Data quality rather than others. In Section
1.6 we will see the example of the Official Statistical domain for which the
representativeness or selectivity of Big Data sources is a particularly relevant
feature. Indeed, statistical production processes do have to seriously take into
account such a feature in order to produce reliable estimates.

1.5 Source-specific Quality Issues in Sensor Data

Big Data sources of type 3 include sensors and sensor networks (S&SN). In
this section, we first discuss the evolution of the S&SN technology, and the
most relevant applications. Then, we consider the most usual fault events
and phenomena that affect IQ. We also analyse quality dimensions that are
characteristic of this technology, and some techniques proposed for quality
assessment and improvement.
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1.5.1 Information Quality in Sensors and Sensor
Networks

Sensor networks can be defined as large-scale ad hoc networks of homoge-
neous or heterogeneous, compact, mobile or immobile sensor nodes that are
randomly deployed in an area of interest [256]. Different types of data are
collected by the sensor nodes, e.g. application specific environmental param-
eters, meteorological or Global Positioning System. These data can be in
different forms, digital and analogue, spatial and temporal, alphanumeric or
image, fixed or moving. The measurements taken by the sensor nodes in SN
are discrete samples of physical phenomena that are subject to review of their
accuracy dependent on location. General causes of errors in sensor data in-
clude: a. noise from external sources, b. hardware noise, c. inaccuracies and
impressions in sampling methods and derived data, and d. environmental ef-
fects. In addition, corruption of functioning can result from e. adverse weather
conditions, f. faulty equipment, or g. human error.

[372] observes that the underlying measurement process as well as sensor
failures or malfunctions may lead to falsified, wrong, or missing values. To
extract complex knowledge, sensor data are merged, transformed, and aggre-
gated by applying traditional data stream queries, complex signal analysis,
or numerical operators. During the data stream processing task, the initial
sensor-inherent errors may be amplified. Additionally, new errors may be
introduced.

For [346], “dirty data” in receptor data manifest themselves in three gen-
eral forms: a. missed readings, for example, RFID readers often capture only
60-70% of the tags in their vicinity; b. unreliable readings: often, individual
sensor readings are imprecise and/or unreliable; c. variance in errors due to
the environment.

When data are collected in S&SN, their quality can deeply impact on
decisions to be taken, e.g.:

e data may not be readily available for analysis and interpretation;

e problems with the equipment, such as battery voltage, high differences
between the temperature of the instrument and the external temperature,
and dark current drifts, might be difficult to identify;

e as the complexity of the equipment increases, so does the difficulty to
determine the cause of equipment malfunctions.

Besides general descriptions of quality of information in S&SN, in the
following we report two proposals of quality dimensions:

e [561], detailing S&SN quality dimensions as subtypes of consistency;
e [428], linking quality of S&SN to the notion of Quality of Context (QoC).

[661] defines several subtypes of consistency, shown in Table 1.4, together
with their definitions and an identification whether the dimension refers to
individual data or data streams. At a macro level, three types of consistency
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are considered, namely: numerical, temporal and frequency consistency: nu-
merical consistency is equivalent to accuracy; temporal consistency is to be
meant as a degree of up-to-dateness; frequency consistency focuses on abnor-
mal changes in data provisioning.

[428] observes that diverse sources of context information, ranging from
physical and logical sensors to user interfaces and applications on mobile de-
vices, affect the quality of context data. QoC sources are the information
about the sources that collect context information, the environments where
that context information is collected, and the entities about which the con-
text information is collected. Examples of QoC sources are: source location,
measurement time, source state, sensor data accuracy etc..

QoC parameters are derived from QoC sources and are represented in
a form that is suitable for use by an application. QoC parameters can be
divided into generic and domain specific parameters. Generic QoC parameters
are those parameters which are required by most applications, such as up-
to-dateness, trustworthiness, completeness, representation consistency, and
precision. Domain specific QoC parameters are those parameters that are
important for some specific application domains. Table 1.5 summarizes the
main concepts introduced in [428]: on one side dimensions with clusters they
belong to and their definitions, and, on the other side related QoC sources.

Numerical/ |Individual Data/
Types of Consistency| Temporal/ |Data Streams/ |Definition
Frequency |Both
Numerical Numerical Individual Data Collected data should be accurate
Data should be delivered to the sink
Temporal Temporal Individual Data ata should 'be‘ delivered fo the sin
before or by it is expected
Frequency Frequenc Both Controls the frequency of dramatic
a Y gl y data changes and abnormal readings of data streams
nsor ing i f the al
Absolute numerical Numerical Both Ser?qm reading is out of the norma range,
which can be preset by the application
E he real field readi
Relative numerical Numerical Both rror between the reat e d 1e1d1ng‘
and the corresponding data at the sink
Hop Numerical Individual Data Data should keep consistency at each hop
Single path Numerical and Individual Data Consistency holds whm%_data are traysmittcd
Temporal from the source to the sink using a single path
Numerical and Consistency holds when data are transmitted
[ultiple Individual iy
Multiple path Temporal ndividual Data from the source to the sink using multiple paths
Strict Numerical and Data Streams Differs from hope consistency because it is
Temporal ¢ ¢ defined on a set of data and requires no data loss
Numerical and _ Similar to strict consistency except that
Alpha-loss Temporal Data Streams alfa-data loss are accepted at the sink
Partial Numerical and Data Streams Similar to alfa‘ c011sist?ncy' except that
Temporal temporal consistency is released
Trend Numerical and Data Streams Similar to I?artial co'nsistenc:y except
Temporal that numerical consistency is released
. . The number of abnormal readings
Range frequency Frequency Data Streams exceed a certain number preset by the application
Change frequency Frequency Data Streams Changes of sensor readings exceeds preset threshold

Table 1.4 Various types of consistency as defined in [561]
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1.5.2 Techniques for Data Cleansing in Sensors and
Sensor Networks

A variety of techniques are currently investigated for IQ management in
S&SN.

[347] observes that the nature of the errors in receptor data is not eas-
ily corrected by traditional data cleaning. Receptor data demands different
techniques that address the nature of its errors (i.e., missed and unreliable
readings). These data tend to be strongly correlated in both time and space;
the readings observed at one time instant are highly indicative of the read-
ings observed at the next time instant, as are readings at nearby devices.
To provide a simple and flexible means of programming cleaning tools, [348]
proposes to specify cleaning stages using high-level declarative queries over
relational data streams; the system then translates the queries into the ap-
propriate low-level operations necessary to produce cleaned results.

As to dimensions and techniques for specific sensor technologies such as
RFID, [348] observes that one of the primary factors limiting the widespread
adoption of RFID technology is the unreliability of the data streams produced
by RFID readers. To face with such an issue, a temporal “smoothing filter”
is proposed, namely a sliding window over the reader’s data stream that
interpolates for lost readings from each tag within the time window. The
goal is to reduce or eliminate dropped readings by giving each tag more
opportunities to be read within the smoothing window. Unlike conventional
techniques, the technique does not expose the smoothing window parameter
to the application; instead, it determines the most appropriate window size
automatically and continuously adapts it over the lifetime of the system based
on observed readings. [516] discusses the issue of dealing with anomalies in
RFID reads, where each application specifies the detection and the correction
of relevant anomalies using declarative sequence-based rules.

The contributions of [126] concern spatial redundancy (and consequent
spatial inconsistency), where an object is detected by multiple readers in its
neighborhood, and temporal redundancy (and consequent temporal incon-
sistency), where an object is detected multiple times by a single reader over
time.

Finally, as to IQ and the new frontier of participatory sensing in social
networks, [100] observes that mobile devices are increasingly capable of cap-
turing, classifying and transmitting image, acoustic, location and other data,
interactively or autonomously. They could act as sensor nodes and location-
aware data collection instruments. [100] introduces the concept of participa-
tory sensing, which asks everyday mobile devices, such as cellular phones, to
form interactive, participatory sensor networks that enable public and pro-
fessional users to gather, analyze and share local knowledge.
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Cluster Di ion in Cluster [Definition [Sources of QoC used in the evaluation
B Degree of rationalism to us e acontext object for a specific [Measurement Time
Accuracy Up-to-Dateness . . s \ N
N application at a given time Current Time
Accuracy Precision

Ratio of number of attributes

Completeness  |Completeness Quantity of information that is provided for a specific object|gf V' O WS O SR L

- Worth or preciousness of the context mformation -
Completeness |Significance A - . Critical value
in a specific situation

Redundancy  |Conciseness
Consistency __|Representation Consistency|— -
L. . Source location
. B . . Belief that we have in the correct information . B .
Trustworthiness| Trustworthiness . . . Information entity location
in a given context object N N
Sensor data accuracy

Table 1.5 Clusters, quality of context dimensions, definitions in [428] and related
sources of context data

1.6 Domain-specific Quality Issues: Official Statistics

In this section we discuss Big Data quality issues in the Official Statistics
(OS) domain.

The main purpose of official statistics is well-defined by Principle 1 of the
Fundamental Principles of Official Statistics, as provided by the UN Statistics
Division [179]:

Official statistics provide an indispensable element in the information sys-
tem of a democratic society, serving the Government, the economy and the
public with data about the economic, demographic, social and environmental
situation.

The quality of data resulting from OS production by National Statistical
Institutes is therefore a primary issue. National Statistical Institutes started
investigating the roles that Big Data can have in Official Statistics either for
use on its own, or in combination with more traditional data sources such as
sample surveys and administrative registers [268]. Recently, the Scheveningen
memorandum [436], which has the role of providing strategic guidelines to
European national offices, clearly stated that, given the opportunities that
Big Data offer to OS, National Statistical Institutes are encouraged to under-
take initiatives to examine the potential of Big Data sources in that regard.
In the following, we first define the concept of quality of Big Data fo OS (Sec-
tion 1.6.1), then, in Section 1.6.2 we describe a case study showing examples
of quality issues that can emerge when conducting a Big Data project in the
OS domain.

1.6.1 On the Quality of Big Data for Official Statistics

There are a number of issues that are specific of the OS domain, mainly:

e Selectivity and representativeness: populations covered by Big Data
sources are not typically the target populations of OS and are often not
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explicitly defined. Moreover, given that the Big Data generating mech-
anisms are not under OS control, data deriving from Big Data sources
can be selective, i.e. not representative of the target population. Dealing
with these issues is not easy, especially because it is not always feasible
to assess the relationships between the covered population and the target
population on one side, and to estimate the bias to control, on the other
side.

e Data processing: This issue is concerned with three different aspects that

are very important for dealing with Big Data in OS, namely: (i) data
preparation, (ii) data filtering, (iii) data reconciliation. With respect to
(i), big sources are typically event-based rather than unit-based, as it tra-
ditionally happens for OS survey data (or for administrative data). Hence
a first preparation step is needed in order to deal with such new types
of data. With respect to (ii) Big Data are often affected by “noise” with
respect to the analysis purpose, that must be filtered.
On one side, this noise is related to the fact the data generation pro-
cess is not under a direct control of the statistician that cannot apply a
“design” to the data collection phase. On the other side the noise can be
related to particular nature of some sources, like unstructured information
sources (e.g. Twitter data). With respect to (iii), even when some schema
or metadata information is present in Big Data sources, such metadata
need to be reconciled with metadata driving the statistical production,
hence a reconciliation step is needed. As a further observation, due to the
great variety of schema information that can derive from Big Data sources
(e.g. Internet data), the reconciliation step can be very hard due to the
sparsity /incompleteness of Big Data sources schemas.

e Quality of estimates: this issue is related to the major paradigm shift in
the analysis activities caused by the usage of Big Data. In particular,
data analysis approaches traditionally used within OS may not be directly
applied to Big Data analysis. Methodologies that proceed by exploratory
analysis, like those based on data mining and machine learning, could
be, instead, more appropriately applied. However, they are new for OS:
though they are currently successfully applied in specific domains (e.g.
customer profiling), their usage in the OS domain has still to be properly
investigated.

e Integration with traditional data sources: this issue is related to the usage
of Big Data sources integrated with survey-based data or administrative
data sources. However, several problems have been identified: (i) linking
Big Data is hard because of privacy issues that prevent Big Data vendors
to release data that are identifiable; (ii) integration task requires to have a
precise and explicit structural metadata representation (schema informa-
tion) that is often not available for Big Data; (iii) even when schema infor-
mation is available, it will need to be reconciled with traditional sources
schemas.
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In the following we describe a case study showing a concrete usage of Big
Data for official statistics by focusing on quality-related issues.

1.6.2 A Case Study

Among the different possible types of Big Data sources, Internet data are
surely among the most at hand and promising; Internet As a Data source
(IaD) has been more and more emerging as a paradigm that concretely allows
to complement or substitute traditional statistical sources that, for official
statistics, are either resulting from surveys questionnaires or from adminis-
trative sources.

In this section, we describe an experimental project conducted by Istat,
the Italian National Institute of Statistics, adopting IaD for collecting data.
The project has been carried out within the Istat sampling survey on “ICT
in enterprises” that aims at producing information on the use of ICT and in
particular on the use of Internet by Italian enterprises for various purposes
(e-commerce, e-recruitment, advertisement, e-tendering, e-procurement, e-
government). To do so, data are collected by means of the traditional instru-
ment of the questionnaire.

Istat started to explore the possibility to use Web scraping techniques,
associated in the estimation phase with text and data mining algorithms, in
order to substitute traditional instruments of data collection and estimation,
or to combine them in an integrated approach. Hence, in the project, the
8600 Web sites, indicated by the 19000 respondent enterprises, have been
scraped; acquired texts were processed in order to estimate information which
is currently collected via questionnaires.

As described in [542], the overall process consisted of the following phases:

e web scraping: aimed at transforming the (unstructured) information in
each web site into indexed documents that can be stored and analysed;

e terms extraction and normalization: targeted to identify those terms that
could provide information on the Internet usage by enterprises;

e inference activity: aimed at estimating some classification models in or-
der to come up with estimated answers to questionnaires, derived from
enterprises’ Web sites.

The inference activity of the process is particularly relevant for the quality
aspects and is described in the following as reported in [35]. The input to the
inferential activity was a document/term matrix, where each row represents
a website, each column is referred to an influent word, and the intersection
indicates the presence or the absence of the word in the website.

In order to choose the best instruments useful to build the inference sys-
tem, in this exploratory phase several tools were tested namely:
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e data mining learners, applicable to this text mining problem: Classification
Trees, ensemble learners (Random Forest, Adaptive Boosting, Bootstrap
Aggregating), Neural Networks, Mazimum Entropy, Support Vector Ma-
chines, Latent Dirichlet Allocation ([339]);

e a text mining learner: Naive Bayes ([387));

e the approach followed in the Content Analysis ([317]).

As usual, available data have been partitioned into a training set and a
test set: each model, fitted using the training set, has been applied to the
test set in order to evaluate its performance, by comparing observed and pre-
dicted values for the target variables, both at individual and aggregate level.
In general, the proportion between the two sets was determined in 75/25,
but a sensitivity analysis has been performed for Naive Bayes and content
analysis defining nine different levels for the training set (from 10% to 90%).
Experiments have been carried out considering the four different subsets of
words defined accordingly to their chi-square, and the most favorable in terms
of performance has been retained. Performance has been measured by con-
sidering the following indicators: (i) precision (number of correctly classified
cases on the total number of cases), (ii) sensitivity (rate of correctly classi-
fied positive cases), (iii) specificity (rate of correctly classified negative cases).
Besides, (iv) the proportion of predicted positive cases was introduced, as it
corresponds to the final estimates needed and whose accuracy was important
to maximize.

From such a comparative analysis, the best method among those consid-
ered resulted to be Naive Bayes. This method was applied in order to estimate
other suitable variables in the questionnaire, obtaining the results reported
in table 1.6.

Table 1.6 Results of the application of Naive Bayes to the complete set of questions
related to Web sales.

Proportion Proportion
Question Precision |Sensitivity [ Specificity | Web sales = Yes|Web sales = Yes
(observed) (predicted)
Web sales functionality 0.78 0.50 0.86 0.21 0.21
Orders tracking 0.82 0.49 0.85 0.18 0.11
Description and price
list of goods 0.62 0.44 0.79 0.48 0.32
Personalised content for
regular visitors 0.74 0.41 0.781 0.09 0.23
Possibility to customise
online goods 0.86 0.53 0.87 0.05 0.14
Privacy policy statement| 0.59 0.57 0.64 0.68 0.51
Online job application 0.69 0.521 0.78 0.35 0.33
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The final obtained results can be considered satisfiable. Interestingly, in
some cases it was possible to verify by manual inspection that some enter-
prises answering no to the web sales, do provide instead web sales, i.e. the
answer was probably due to a misunderstanding of the question. In these
cases, the automatic approach even outperforms the traditional one with re-
spect to quality of the answers. Anyway, an issue related to the quality of
estimates is there: the adoption of machine learning approaches, not typi-
cally used in OS, poses the issue to verify the reliability of the results. The
study described in this section is a step towards such kind of verification.
Once this alternative approach will be proved to offer a quality of obtainable
estimates higher than that of the traditional approach, the new process could
become an important part of the survey on “ICT in enterprises”. It will also
be possible to consider not only an improvement of the accuracy of already
available estimates, but also to produce new estimates related to additional
information currently not covered by the survey. Finally, in order to detect
erroneous values in the survey data, predicted values could be used in the
editing phase of the current production process.

1.7 Summary

In order to exploit the enormous range of opportunities deriving from us-
ing Web data, it is really important to have a quality characterization of
them. Trustworthiness and provenance, as discussed in this chapter, have a
prominent role in such a characterization. Web data often need to be inte-
grated with more traditional data sources that are typically used in business
processes. To the scope, activities like matching Web data objects assume a
particularly important role.

The discussion on issues and techniques related to Web information quality
as performed in this chapter has been complemented with consideration on
Big Data quality. This is a huge and hot issue: on one side, at this stage, it
seems really mandatory the use of Big Data as a source of information, on
the other side it is necessary to characterize the quality of Big Data properly,
in order to make a correct use of it. As shown by the examples on the quality
of sensor data and on quality issues in Official Statistics, however, the way
to well-defined methods and approaches has been just taken and is still a bit
long to go.
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economic model, 346
economic perspective, 344
economic utility, 340, 349
edit, 39, 177

implicit, 178
edit distance, 26, 193, 194
edit-imputation problem, 40, 178
effectiveness, 78
efficacy of animation, 356
efficiency, 219
electronic health record, 424

electronic medical record, see electronic

patient record
electronic patient record, 424
elementary data, 8
elementary information, 157

expiry time, 106, 107

explicit textbase, 71

exploratory analysis, 462
exploratory data mining, 17
extension, 23

extensional knowledge, 347
external source of information, 372

F-measure, 231, 233
F-Swoosh, 263
Facebook, 456
Factored intrinsic dataset value, 328
factored intrinsic tuple value, 328
faithfullness, 121
false edges, 140
false match, 218
false negative, 190, 218, 231
false negative percentage, 219
false non-match, 218
false positive, 190, 218, 231
false positive percentage, 219
false positive rate, 232
feasibility, 350
feature, 313
accuracy, 313
availability, 313
clearance, 313
cost, 313
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timestamp, 313
feature-based resolution, 314
features, 303
federated data, 8
fidelity, 121, 122, 129, 130, 134, 136-138
field, 24, 187
file, 24, 187, 188
financial domain, 393
fitness for use, 324
Fixed intrinsic dataset value, 328
fixed intrinsic tuple value, 328
fixed intrinsic value, 328
Flesch Kincaid grade level, 67
Flesch reading ease, 67
flickering, 140
foreign key constraint, 38, 189
foreign key dependency, 207
formality, 86
forward propagation approach, 149
frame rate conversion, 140
framework
DaQuinCIS, 313
FusionPlex, 302
frequency-driven usage metadata, 364
frequently-changing information, 9
frugal third party blocking, 290
full outer join, 169
full outer join merge, 174
full outer join merge operator, 169
full reference, 129, 130, 137, 141
gradient magnitude similarity
deviation, 130
moment correlation index, 129
most apparent distortion index, 130
SCIELAB, 137
SSIM, 137
structural similarity index, 129
visual information index, 129
FUN Model, 121
fidelity, 121
naturalness, 121
usefulness, 121
functional dependency, 38, 49, 188
fusion, 190, 229
fusion functions, 315
fusion method, 303
fusion set, 277
FusionPlex, 302, 304, 313

G-Swoosh, 263
garbling, 40

GAV mapping, 321
gazetteer, 276

gene information, 15
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general model, 140
general-purpose methodology, 373
generalization, 160
generalization technique, 289
genuineness, 121
geographical information system, 57
geometric distorsion, 121
geometrical characteristic
aggregate, 57
complex, 57
primitive, 57
geospatial representation
raster, 276
vector, 276
GLAV mapping, 296, 302
global coreference, 73
global database, 319
global schema, 295, 318
global-as-view, 296
global-local-as-view, 296
Google, 1, 456
grammar, 64
graph, 363
group by, 310, 315
Gunning-Fox index, 67

Hamming distance, 194

harmonic mean, 219

health care data, 421

health care information, 421
primary data, 423
secondary data, 423
sources, 424

health data, 422

health informatics, 431

health information, 422
accessibility, 427
accuracy, 427, 432, 437
completeness, 427, 432
confidentiality, 427
consistency, 432
correctness, 432
cost-effectiveness, 427
currency, 427
gold standard, 427
information error, 436
legibility, 427
maturity stages, 431
pertinency, 427
readability, 427
reliability, 427
reuse, 425-427
scopes, 425
standards, 430
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timeliness, 427, 432, 437
types, 425
usefullness, 427
users, 425
validity, 427
Health Information Quality
Dimensions, 427
health information quality, 423
accuracy, 427
appropriateness, 427
assessment, 433
books, 437
completeness, 427
Dimensions, 427
dimensions, 432
effectiveness, 429
efficiency, 429
evaluation, 428
factors affecting, 428-429, 433
impact, 431, 432, 435
improvement, 428, 433
measures, 431-432
methodologies, 433, 434
methods, 434
prioritization, 428
problems, 428-429
standards, 429
Health Level 7, 430
healthcare domain characteristic, 423
healthcare information system, 361
healthn information
scopes, 425
hetereogeneity
schema, 293
technological, 293
heterogeneity, 9
heterogeneity conflict, 305
HL7, see Health Level 7
human intelligence task, 258
human vision system, 127
hunt, 323

IBM, 3
ICD, see International Classification of
Diseases
ideal relation, 167
idempotence, 262
identifiability, 120
identifier attribute, 167
image
aesthetic, 122
aesthetics, 122
blockiness, 130
blurriness, 130
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color accuracy, 121

color balance, 121

color gamut, 121

color saturation, 121
colorfulness, 130
completeness, 124
compression, 121

content, 122, 128

contrast, 121

contrast sensitivity, 121
dynamic range, 121
fidelity, 121, 122, 129, 130, 134, 136-138
geometric distortion, 121
luminance sensitivity, 121
naturalness, 121-123, 134
noise, 121, 130

prediction accuracy, 133
prediction consistency, 133
prediction monotonicity, 133
quantization noise, 130
semantic content, 123
sharpness, 121, 130
spatial resolution, 121
texture masking, 121
usefulness, 121, 122, 134
zipper, 130

image metadata, 133, 134, 137

administrative, 137
descriptive, 137
EXIF, 133
MPEG-7, 137
structural, 137
techical, 137

image quality, 119, 126, 128, 134, 138

approach, 126

approaches, 141

assessment, 126, 128, 132, 136-138, 141
Definition, 119

definition, 120

dimension, 121

direct assessment, 131

factor, 121

indirect assessment, 131, 132
Metrics, 130

metrics, 128, 129, 133, 136, 141, 142
modeling, 121

objective, 126, 128, 129, 132
subjective, 126-128, 132, 137

image quality tool

CPIQ, 132
imatest, 132
IQLab, 132

imaging industry association, 132
implementation cost, 346
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improvement process, 375, 414
imputation, 40, 178
inaccuracy, 42, 91, 102
inclination, 330
inclusion dependency, 38
incomplete representation, 40
incompleteness, 170
relation incompleteness, 170
inconsistency, 42
incremental linkage, 270
indirect cost, 336
inductive learning technique, 217
information, 323
information owner, 16
information quality, 5
information quality activity, 13
information quality improvement process,
13
information quality measurement process,
13
information as a service, 332
information base, 372
information capacity, 346, 347
information diversity, 362
information flow, 157, 159, 161, 372
input information flow, 157
internal information flow, 157
output information flow, 157
information gain, 290
information integration technology, 347
information item
logical, 159
physical, 159
information longevity, 361
information on 1Q, 355
information overload, 361-363
information processing, 336
information product, 8, 153
information product map, 153, 154
information quality activity, 163, 186, 372
cost optimization, 164, 165
cost and benefit classification, 165
cost trade-offs, 165
cost-benefit analysis, 165
data integration, 164
data-driven, 410
deduplication, 189
duplicate identification, 189
error correction, 164, 176, 178, 401
error detection, 164
error localization, 164, 176
instance conflict resolution, 164
new data acquisition, 165, 178
new information acquisition, 164
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normalization, 164
object identification, 164, 185, 189, 401,
404
process-driven, 410
quality composition, 164, 166
quality-driven query answering, 164
record linkage, 164, 189
schema cleaning, 165
schema matching, 165
schema profiling, 165
schema reconciliation, 192
source trustworthiness, 164, 165
standardization, 164, 165
information quality criteria, 299
information quality dimension, 55
information quality improvement process,
372
information quality measurement process,
372
information quality methodology, 370
information quality project, 342
information quantity, 360, 362
information repetitiveness, 362
information schema, 158
information scrap and rework, 335
information source
human-sourced, 456
machine generated, 456
process-mediated, 456
information system, 9
cooperative, 157
distributed, 10
management, 157
monolithic, 9
information usage cost, 337
information utility, 325, 327, 346, 347
information value, 327, 347
information-driven strategy, 373
informative service, 323, 332
input information flow, 157
input time, 30, 106, 107
Instagram, 456
instance conflict resolution, 164
instance inconsistency assumption, 303
instance-level conflict, 305
instance-level conflict resolution, 294, 304
instance-level heterogeneity, 293
intangible benefit, 400
integer programming, 179, 342
integrity, 4, 53
integrity constraint, 37, 188, 320
domain constraint, 38
interrelation constraint, 38
intrarelation constraint, 38
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key-foreign key, 189
intelligence density, 361
intelligent enterprise, 361
intension, 23
intensional knowledge, 347
intepretability, 349
interaction model, 155
internal information flow, 157
International Classification of Diseases,
430
international color consortium, 138
International Society for Quality in
Health Care, 429
internet data, 463
interoperability, 100, 101, 116
physical, 2
semantic, 2
interrelation constraint, 38
intersection, 166
interval scale, 349
intra-organizational process, 157
intrarelation constraint, 38
intrinsic dataset value, 328
intrinsic tuple value, 328
intrinsic value, 327
intuitive approach for dimensions, 40, 43
IP-MAP, 153, 324, 385
IP-MAP construct block
business boundary, 154
customer, 154
data quality, 154
data storage, 154
decision, 154
information system boundary, 154
processing, 154
source, 154
IP-UML, 156, 385
data analysis model, 156
data quality profile, 156
intrinsic information quality category,
156
quality analysis model, 156
quality association, 156
quality data class, 156
quality design model, 157
quality requirement, 156
stereotyped activity, 157
stereotyped actors, 157
stereotyped dependency relationships,
157
Istat, 463
Istat methodology, 390, 399
item based distance function, 193
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Jaccard distance, 195

jagged motion, 140

Jaro algorithm, 194

Jaro string comparator, 194
join, 166, 310

Joint Commission, 429

joint frequency distribution, 179

k-anonimity, 289

k-partite graph clustering problem, 260
key, 49, 188

key conflict, 306

key dependency, 38

knowledge base, 17

knowledge reasoning, 17

knowledge representation, 17

labeled data, 191
labor, 323
last update metadata, 30, 105
LAV mapping, 321
law text, 55
accessibility, 85
accuracy, 81, 86
ambiguity, 82
clarity, 83, 86
coherence, 85
conciseness, 83
consistency, 85
formality, 86
global quality index, 86
legal framework accessibility, 84
referential accuracy, 84
rhetorical care, 86
simplicity, 83
specificity, 86
vagueness, 86
learning
supervised learning, 191
unsupervised learning, 191
left outer join merge, 169, 174
legal framework, 84
legal framework accessibility, 84
level of abstraction, 62
level of integration, 340
lexicon, 64
licensing, 111
life sciences, 12, 14
lineage, 446
linguistic perspective, 56
linkability, 112, 113, 116
linked data, 91, 92, 94, 97, 100-103,
105-107, 110, 112, 116
accessibility, 111, 116
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accuracy, 103
availability, 112
completeness, 107, 115
conciseness, 109
consistency, 114
currency, 105
extensional conciseness, 109
intensional conciseness, 109
interoperability, 113, 116
licensing, 111
linkability, 112, 116
linkability completeness, 107
population completeness, 107
principles, 100
property completeness, 107
relevancy, 108
representational conciseness, 110, 115
schema completeness, 107
semantic accuracy, 104, 115
syntactic, 103
syntactic accuracy, 104
timeliness, 106, 115
understandability, 110
linked data initiative, 446
local coreference, 73
local-as-view, 296
location-based matching, 276
logical information item, 159
logical schema, 24, 143
long-term-changing information, 9
loss and missed opportunity costs, 335
luminance sensitivity, 121

m-probabilities, 198, 200
machine learning, 201, 462
supervised learning, 202
macroprocess, 371, 398
macroprocess quality, 371
macroprocess/norm-service-process
matrix, 398
management, 5
management information system, 18
management information systems model,
157
manifesto of cooperative information
systems, 11
manipulation language, 143
manufacuring, 323
map, 55, 57, 281
absolute positional accuracy, 59
accuracy, 59, 61, 276, 281
completeness, 62
consistency, 62
correctness, 62
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geometric consistency, 62
geometrical characteristic, 57
level of abstraction, 62
precision, 61
relative positional accuracy, 59
resolution, 61
thematic accuracy, 62
topological consistency, 62
topological primitive, 57
mapping rule, 217
mapping rule learner, 217
marginal frequency distribution, 179
marginal value, 341
markup language, 9
master image, 136
match, 199
matching accuracy, 280
materialized data integration, 295
matrix
data/activity matrix, 401, 402, 412
database/organization, 396, 405
dataflow /organization, 397, 405
macroprocess/norm-service-process,
398
process/organization, 397, 406
maximum a posteriori rule, 452
maximum F-measure, 231
maximum likelihood, 452
maximum-likelihood estimate, 451
mean time between failures, 180
meaningless state, 40
mediator-wrapper architecture, 295
medical informatics, 427
mental model, 71
metadata, 148, 154, 314, 361, 365, 454,
457
frequency-driven usage, 364
last update metadata, 30, 105
value driven usage, 364
metaschema, 159
methodological phase, 376
assessment, 376
methodology, 1, 12, 13
assessment, 373, 392, 393
CDQM methodology, 396
for benchmarking, 393
general-purpose, 373
Istat methodology, 390
special purpose methodology, 373
TDQM methodology, 385
TIQM methodology, 387
TQdM methodology, 385
metric, 23, 105, 107, 109, 112, 218
effectiveness, 220
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efficiency, 219, 220
false negative percentage, 219
false positive percentage, 219
harmonic mean, 219
precision, 219, 223
recall, 219, 223
microeconomic model, 345
middleware, 9
minimality, 25, 48
minimum change principle, 178
mismember tuple, 168
mixture model, 450
mobile device, 460
model, 1, 12, 13, 143
data model, 161, 166
management information systems
model, 157
process model, 161
monolithic information system, 10
Moody’s law, 340
multi-attribute decision making method,
302
multidimensional cube, 160
multidimensional database model, 160
multiplicity effect, 233

n-gram, 193
naive Bayes, 464
National Statistical Institute, 461
naturalness, 121-123, 134
nested join, 311
net benefit, 343, 346
net utility, 349
neural network, 464
new data acquisition, 165, 178
new information acquisition, 164
no reference, 129-131, 134, 137, 141
blockiness, 130
blurriness, 130
colorfulness, 130
noise, 130
quantization noise, 130
sharpness, 130
zipper, 130
noise, 121, 130, 458, 462
non identifier attribute, 167
non-match, 199
norm, 398
normalization, 49, 164, 165, 349
normalized Entity Relationship schema,
50
Norme in rete, 85
null value, 31, 316
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object, 447
object identifcation quality, 230
object identification, 164, 185, 189, 376,
404, 448
time aware technique, 453
object identification activity, 401
choice of comparison function, 190, 218
comparison-decision, 190, 218
decision method, 220
human interaction, 220
input, 220
metrics, 223
objective, 220
output, 220
selection/construction of a represen-
tative, 220
size of data, 223
types of data, 223
prepropressing, 189
quality assessment, 190
search space reduction, 192, 210, 211,
218
blocking, 192, 211
filtering, 193
hashing, 192
pruning, 193
sorted neighborhood, 192
searching method, 219
blocking, 219
pruning, 219
object identification problem, 27, 185
object identification technique, 196, 308
1-1 matching, 211
Atlas, 216
bridging file, 211
choice maker, 213
cost based, 196, 202, 223
Delphi, 196, 207, 223, 224
DogmatiX, 196, 210, 223, 224
empirical, 203, 219, 223
Fellegi and Sunter family, 196, 197
Fellegi and Sunter model, 223
Intelliclean, 214, 223
knowledge-based, 212, 223
priority queue algorithm, 206, 224
priority queue method, 223
probabilistic, 197, 223
sorted neighbor method, 223
sorted neighborhood, 219
sorted neighborhood method, 204, 224
incremental, 206
multi-pass approach, 205
objective evaluation, 393
objectivity, 4
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Office of Management and Budget, 4
official statistics, 461
one sided nearest-neighbor join, 277
open data, 446
open world assumption, 32, 103, 167, 169,
174
operating system, 9
operation deficiency, 40
operational process, 157
Oracle, 3
organization, 157, 159, 160, 371
consumer, 158
producer, 158
organization fusion, 2
organization model, 155
organizational activity, 342
orthoimage, 281
outlier, 181, 223
distributional, 182
time series, 182
output information flow, 157

pairs completeness, 230, 233, 242

participatory sensing, 460

patient safety, 429

pay-as-you-go approach, 263

perceptual perspective, 56

percieved utility, 362

personal data registry, 166

personal health record, 424

personalty judgment, 360

pertinence, 25, 48

perturbation theory, 451

physical information item, 159, 161

physical interoperability, 2

point, 277

Polygen algebra, 147

Polygen model, 147

Polygen relation, 147

polyinstance, 304

polyline, 278

population completeness, 31

possible match, 190, 199

pragmatics, 64

precision, 25, 219, 223, 231, 268, 459, 464

precision-recall break even point, 231

precision-recall graph, 231, 233

prediction consistency, 133

prediction monotonicity, 133

price, 299

prime-representative record, 206

prior knowledge, 451

privacy preserving object identification,
286
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probability density function, 332, 451
problem, 400
problem comprehension, 356
problem-solving accuracy, 358
process, 157, 159, 160, 397
as-is, 401
decisional process, 157
intra-organizational process, 157
operational process, 157
to-be, 401
process control, 374, 376
process driven strategy, 374, 376
business process reengineering, 374, 376
process re-design, 376
process failure cost, 334
process metadata, 355
process model, 161
process quality, 324, 326, 371
process re-design, 374, 376
process-driven strategy
business process reengineering, 374,
376, 411
process control, 374, 376
process re-design, 374
process/organization matrix, 397, 406
producer, 158
production factor, 323
programming language, 9
project, 147
projection, 166
property of metric
adaptivity, 350
aggregation, 349
feasibility, 350
intepretability, 349
interval scale, 349
normalization, 349
propositional density, 69
PROV family of documents, 448
provenance, 148, 445, 446
agent-centered, 447
database, 445
model, 446
object-centered, 447
process-centered, 447
workflow, 445
pruning, 299
public administration
accident insurance agency, 404, 412
central agencies, 391
district, 391
local agencies, 391
municipality, 391
peripheral agencies, 391
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province, 391

region, 391

social security agency, 404, 412
publish&subscribe, 347

g-gram, 193
QAC Model, 122
aesthetic, 122
content, 122, 123
quality
association function, 152
attribute model, 145
class, 152
composition, 164, 166
current, 342
indicator, 145
of macroprocesses, 371
of processes, 371
of service, 371
profile, 160
required, 342
target, 342
quality correspondence assertion, 299
quality cube, 160
quality demand profile, 158
quality of context, 458
quality of context parameter, 459
domain specific, 459
generic, 459
quality of schema, 24
quality of schema dimension, 46
quality offer profile, 158
quality schema, 152, 158
quality selector, 153
quality-driven query answering, 164
quality-driven query planning, 298
quality-driven query processing, 294
quasi-identifier, 289
query correspondence assertions, 298
query language, 143
query model, 309
query time conflicts, 307
questionnaire schema, 39

R-Swoosh, 263

raster geospatial representation, 276
raster map, 281

raw data item, 8

RDF Schema (RDFS), 92, 93, 96, 98, 99,

114

readability, 25, 66, 68, 69, 71, 74, 76, 83,

92, 103, 356
readability cluster, 25
real relation, 167
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realistic accuracy, 361
recall, 219, 223, 231, 268
receptor, 460
receptor data, 460
record, 24, 187, 197
prime-representative, 206
record linkage, 164, 186, 189
record-aware blocking, 290
reduced reference, 129, 130, 134, 137
features, 130
reduction ratio, 230
redundancy, 25, 92, 103, 455
on data items, 455
on objects, 455
spatial, 460
temporal, 460
redundancy cluster, 25
reference relation, 32, 167, 174
referential constraint, 38
registry
accident insurance, 166, 412
chambers of commerce, 412
civil status, 166
personal data, 166
social insurance, 166
social security, 412
tax payers, 166
relation, 24, 187
relation accuracy, 171
relation completeness, 33, 167
relational model, 144
relational algebra, 303
relational algebra operator
cartesian product, 147, 166
difference, 147
full outer join, 169
full outer join merge, 169, 174
intersection, 166
join, 166
left outer join merge, 169, 174
projection, 147, 166
restrict, 147
right outer join merge, 169
selection, 166
union, 147, 166
relational hierarchy, 208
relational model, 166
relational operator
extended cartesian product, 303
relational table, 24
relationship, 160
relative deviation, 182
relative information gain, 290
relevance, 25, 340, 353, 360
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relevancy, 108, 116, 357, 361

reliability, 25, 42, 340, 353, 442, 445, 460,

465

representational conciseness, 110, 115,

116
representativeness, 461
representativity, 262
reputation, 25, 299, 445
requirements, 143
resolution function, 169, 309

ANY, 311
AVG, 309
CONCAT, 309
MAX, 309
MAXIQ, 309
MIN, 309, 311
SUM, 309
resource, 324, 447
finance, 324
human resource, 324
information, 324
logistics, 324

Resource Description Framework (RDF),
92-96, 98-101, 103, 110, 114, 116

RDF graph, 94-99
RDF triple, 94, 95, 99, 112
restrict, 147
reverse query approach, 149
RFID, 458, 460
rhetoric, 64
rhetoric structure theory, 68
rhetorical structure, 71
right outer join merge, 169
ROC curve, 232
ROC graph, 232
rule, 213, 214
duplicate identification, 214
merge-purge, 214
rule learning problem, 237

scalability, 232

scene gap, 134

schema cleaning, 165

schema completeness, 31

schema consistency assumption, 302
schema heterogeneity, 293

schema level conflict, 305

schema matching, 165

schema profiling, 165

schema-less approach, 103

search space, 190

search space reduction, 211, 230
secure multi-party computation, 289

89

secure multi-party computation protocol,
290

security, 4, 361

segment of users, 371

selection, 166

selectivity, 461

semantic conflicts, 305

semantic content, 123

semantic interoperability, 2

Semantic Web, 439, 446

semantics, 64

semi-structured text, 55
closer-to-situation model level

comprehension, 75

closer-to-text base comprehension, 75
coherence, 71, 73
cohesion, 71
comprehensibility, 68, 71
comprehension, 68
consistency, 78
coreferential text cohesion, 73
correctness, 78
correspondence, 78
cultural accessibility, 71, 77
global cohesion, 72
lexical accuracy, 66
lexical cohesion, 73
local cohesion, 72
logical coherence, 69
non lexical cohesion, 73
propositional density, 69
readability, 66, 68, 69, 71, 74, 76
reference accuracy, 81
referential cohesion, 73
syntactic accuracy, 66
unambiguity, 82

semistructured data model, 301, 304, 313

semistructured information, 143

sensitive data, 422

sensitivity, 231, 464

sensitivity analysis, 464

sensor, 458
accuracy, 458, 459
alfa consistency, 459
completeness, 459
consistency, 458
frequency consistency, 459
hope consistency, 459
numerical consistency, 459
partial consistency, 459
precision, 459
representation consistency, 459
spatial consistency, 460
spatial redundancy, 460
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strict consistency, 459
temporal consistency, 459, 460
temporal redundancy, 460
trustworthiness, 459
up-to-dateness, 459

sensor data, 457

sensor failure, 458

sensor network, 458

sensor node, 458

sentence, 64

service, 323, 371, 398

service quality, 371

set covering problem, 179

set of edit rules, 177
consistent, 177
non redundant, 177
valid, 178

set of organizations, 371

set relationship
containement, 168
disjointness, 168
independence, 168
quantified overlap, 168

sharpness, 121, 130

similarity function
co-occurrence, 209

similarity measure
co-occurrence, 208
textual, 208

similarity score, 217

simple additive weighting method, 299

simple blocking, 290

simplicity, 25, 83

situation model, 71

size of a relation, 32

sliding window, 224

Smith-Waterman, 194

smoothing window, 460

SNOMED, see Systematized Nomencla-

ture of Medicine

social insurance registry, 166

social media data, 457

social network, 460

sound view, 319

soundex code, 193

soundness, 170

source schema, 319

source accuracy, 455

source selection, 401

source trustworthiness, 164, 165

source-specific criteria, 299

space, 57

sparcity
source, 462
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SPARQL, 92, 93, 98, 99, 111, 112
SPARQL endpoint, 99, 112, 116
spatial resolution, 121
special purpose methodology, 373
specificity, 86, 464
SQL, 309
SQL operator
group by, 310, 315
join, 310
nested join, 311
stable information, 9
standardization, 164, 165, 227, 235
star schema, 160, 189
statistics, 5, 17
strategy
information-driven, 373
process-driven, 373, 374
strategy for conflict resolution
HighConfidence, 311, 317
PossibleAtAll, 311, 317
RandomEvidence, 311, 317
string based distance function, 193
structural completeness, 329
structural conflict, 306
structured data
accuracy, 25, 166, 169, 172, 173, 192,
203, 204, 293, 326, 374, 401, 404,
407, 408, 410
attribute accuracy, 27
attribute completeness, 33
completeness, 31, 166, 168, 169,
171-176, 179, 293, 324, 374, 375,
386, 401, 407, 408, 410
consistency, 37, 176, 293, 326
currency, 29, 30, 217, 293, 324, 374,
375, 399, 404, 407, 408, 410
database accuracy, 27
population completeness, 31
readability, 51
relation accuracy, 27, 171
relation completeness, 33, 167, 170, 171
schema compactness, 51
schema completeness, 31, 48
schema correctness with respect to
requirements, 48
schema correctness with respect to the
model, 48
schema minimality, 48
schema normalization, 49
schema pertinence, 48
semantic accuracy, 27
strong accuracy error, 29
syntactic accuracy, 26
timeliness, 29, 386
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tuple accuracy, 170, 171
tuple completeness, 33, 167
value completeness, 33, 167
weak accuracy error, 29
structured file, 24
subjective evaluation, 393
subjective method
mean opinion score, 133
single stimulus, 126
stimulus comparison, 126
superkey, 49
supervised learning, 191, 202
support vector machine, 464
surface code, 71
survey
accuracy, 465
syllable alignment pattern searching, 274
syntax, 64
Systematized Nomenclature of Medicine,
430

table, 24
task complexity, 357, 358
tax payers registry, 166
TDQM methodology, 385
technical perspective, 329, 344
technique, 1, 12, 13, 16, 17, 20, 148, 161,
163-165, 183, 369, 370, 372, 373,
376, 388, 390, 392, 393, 401-403,
409, 413, 420
domain dependent, 191
domain independent, 191
empirical, 191
for instance conflict resolution, 305
for object identification, 187, 196, 308
knowledge-based, 191
probabilistic, 191
technique for instance-level conflict
resolution
OOra4, 308, 316, 318
Aurora, 308, 311, 317
DaQuinCIS, 308, 313, 318
FraSQL-based, 308, 315
Fusionplex, 308, 313, 317
SQL-based, 318
SQL-based conflict resolution, 308, 310
technological heterogeneity, 293
television model, 140
temporal clustering algorithm, 453
temporal decline, 346
text, 64
text comprehension, 68, 75
health domain, 76
text equivalent content, 36
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texture masking, 121, 128
theoretical approach for dimensions, 40
threshold, 223
thumbnail images, 136
time, 57
time related dimension, 44
time series outliers, 182
timeliness, 30, 42, 46, 106, 107, 115, 299,
326, 342, 350, 351, 353, 361, 386
TIQM methodology, 387, 388
to-be process, 401
token frequency-inverse document
frequency, 195
tolerance strategies, 309
tool, 390, 392, 393, 402, 403
commercial, 402
open source, 402
topological primitive, 57
topological space, 57
topology, 57
toponym ontology, 285
TQdM methodology, 385
transitive closure, 204, 215
transmission error, 140
transposed character, 194
tree traversal, 191, 209
treshold, 198
triple, 94
true match, 218
true negative, 218, 231
true non-match, 218
true positive, 218, 231
truncated data, 180
trust, 25, 441
trust cluster, 25
trustworhiness, 441
trustworthiness, 15, 16, 148, 187, 441,
442, 459
tuple, 187
tuple accuracy, 170, 171
tuple completeness, 33, 167
tuple mismembership, 170
tuple value scaling factor, 328
Twitter, 454
type of data
administrative data, 187
aggregated data, 8
complex structured data, 188, 191, 196
component data item, 8
dimensional hierarchy of relations, 207
elementary, 8
federated, 8
information product, 8
raw data item, 8



92

relational hierarchy, 208, 223
semistructured, 191, 210
simple structured, 188
unlabelled, 202
web, 8
XML data, 210, 223

type of information, 6
long-term-changing, 9
semistructured, 188
stable, 9

type of information
frequently-changing, 9

type of information system, 7, 9
cooperative, 11
data warehouse, 10
distributed, 10
monolithic, 10

u-probabilities, 198, 200
UML
class, 156
model element, 156
object flow diagram, 157
profile, 156
relationship, 156
specification, 156
stereotype, 156
tag definition, 156
tagged value, 156
UML activity diagram, 157
understandability, 110, 111, 340
unfolding, 301
union, 147, 166
union-find data structure, 207
find, 207
union, 207
universal relation, 168, 169
unlabeled data, 191
unstructured information, 463
unsupervised learning, 191
up-to-dateness, 459
usability, 361
usefulness, 121, 122, 134
user, 399
user-defined aggregation, 315
user-defined grouping, 315
context aware, 315
context free, 315
user-query specific criteria, 299
utility, 4, 324, 327, 329, 331, 332, 340,
342-345, 353, 361, 362
utility driven measure, 330
utility driven quality assessment, 330
utility measure, 330

Index

utility metric, 331

utility-based model, 333
utility-driven information quality, 331
utility-driven measurement, 331
utility /cost tradeoff, 332

vagueness, 86
validity, 25, 328, 330
value, 325, 340-342, 347, 349, 361, 362
value completeness, 33, 167
value driven decision making, 364
value driven usage metadata, 364
value of information, 341, 367
variety, 456
vector geospatial representation, 276
vector map, 281
velocity, 457
verifiability, 444
vertical social network sites, 422
vestigial, 267
vestigiality, 267
video

blurriness, 140

chrominance mismatch, 140

color bleeding, 140

de-interlacing, 140

domain conversion, 140

false edges, 140

flickering, 140

frame rate conversion, 140

jagged motion, 140

transmission error, 140
video conferencing model, 140
video quality, 140

motion-based video integrity evaluation,

141

natural visual characteristics, 140

natural visual features, 140

video quality metric, 140
video quality expert group, 140
view

complete, 319

exact, 319

sound, 319
virtual data integration, 11, 295, 306
virtual data integration technology, 347
volatility, 29, 106, 107, 449
volume, 457

Web data, 8, 439
accuracy, 455
consistency, 454, 455
entropy, 455
redundancy, 455
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redundancy on data items, 455
redundancy on objects, 455
source accuracy, 441, 455
trustworthiness, 441

Web information system, 16

Web of data, 440

Web Ontology Language (OWL), 92, 93,

98, 99, 114

Web perspective, 56

Web scraping technique, 463

Web service, 440

weighted additive decision making, 355

where provenance, 148

why provenance, 148
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Wikipedia, 439, 441

window size, 220

within deviation, 183

word, 64

World Wide Web, 12

World Wide Web consortium, 36, 95, 98,
101

XML, 85, 188

XML data model, 152
XML document, 196
XML schema, 143, 189
XQuery, 152

XQuery function, 153



